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University of Tokyo, 7-3-1 Hongpo, impacts. Therefore, enhancing network robustness against random failures and tar-

Bunkyo-ku, Tokyo 1138656, Japan geted attacks is crucial. Bypass rewiring, in which adjacent nodes are immediately

reconnected following node removal, has been proposed as a promising method

for enhancing network robustness. However, this method typically requires numer-
ous bypass links and incurs significant costs. In this paper, we propose link-limited
bypass rewiring, in which bypass links are reconnected stochastically. Additionally,
we investigate the relationship between the number of bypass links and robustness
improvement. Our findings, which are based on analytical and numerical results, reveal
a tradeoff relationship between the number of added bypass links and robustness
enhancement. Notably, preferentially reconnecting high-degree nodes was found

to be effective for improving robustness. These insights can inform the design of resil-
ient systems in real-world networks, offering strategies for enhancing robustness
against node removal.
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Introduction

In modern society, numerous real-world systems, including the internet, transportation
systems, and power grids, are globally connected and represented as complex networks
with many nodes and links (Albert and Barabdsi 2002; Dorogovtsev et al. 2008; Newman
2018). Such networks are exposed to disturbances caused by various internal and exter-
nal factors, including random failures caused by human error and malfunctions, and
intentional attacks such as terrorist attacks. Because many systems assume that all nodes
are reachable, fragmentation degrades their functionality and can even lead to complete
failure. Therefore, the construction of networks that are robust against random failures
or targeted attacks has become a prominent issue in network science (Beygelzimer et al.
2005; Schneider et al. 2011; Louzada et al. 2013; Wu and Holme 2011; Chan and Akoglu
2016; Chujyo and Hayashi 2021).

Many real-world networks have a scale-free property that makes them vulnerable to
degree-based targeted attacks. Scale-free networks have power-law degree distributions,
which implies that a few hub nodes have many links. Because degree-based targeted attacks
remove nodes with higher degrees, scale-free networks can be rapidly broken into smaller
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subnetworks (Albert et al. 2000). In contrast, scale-free networks are robust to random fail-
ures (random node removal). These findings have been analytically discussed as percolation
transitions in scale-free networks (Cohen et al. 2000, 2001).

Previous studies have attempted to improve robustness against attacks by linking nodes
with similar degrees (Schneider et al. 2011; Tanizawa et al. 2012; Wu and Holme 2011;
Louzada et al. 2013; Hayashi 2018). Degree correlation represents the tendency of connec-
tion between similar nodes (Newman 2002). Networks with positive degree correlation are
robust to random failures and targeted attacks (Newman 2002; Schneider et al. 2011). This
is because in networks with positive degree correlation, nodes with lower degrees tend to
be linked to each other, meaning connectivity is preserved even when attacks remove nodes
with higher degrees. Degree correlation has also been analytically discussed as a type of
percolation process (Goltsev et al. 2008; Tanizawa et al. 2012).

Bypass rewiring is an effective method for improving robustness against random fail-
ures or targeted attacks (Park and Hahn 2016; Park et al. 2019). In bypass rewiring, after
a node is removed, the neighboring nodes are immediately re-linked. Bypass rewiring can
achieve optimal robustness even if node pairs are selected randomly. Each neighboring
node is selected and connected only once. Therefore, the degrees of nodes remain almost
unchanged following node removal. Regarding its application in real-world networks, the
main advantage of bypass rewiring is that there is no need to establish a new connection
port at each node. For example, in an airline network, when an airport ceases to function,
planes bypass that airport and head to surrounding airports to maintain transportation
for the entire network. In reality, factors such as the number of flights in service will affect
transportation. However, overall connectivity can be maintained while preventing increases
in node degrees.

Although bypass rewiring is promising for improving robustness, research on its applica-
tion to more realistic networks is still insufficient. Bypass rewiring requires many rewiring
links, which increase costs. When applying bypass rewiring to large networks, the number
of rewiring links is large and the total number of bypass links is close to the number of
existing links. Additionally, theoretical analysis has been conducted only for uncorrelated
networks (Park and Hahn 2016; Park et al. 2019). As mentioned above, degree correlation
strongly affects network robustness. Therefore, this effect should be considered, as many
real-world networks exhibit degree correlation.

The goal of this study was to reveal the relationship between the number of bypass
links as a form of cost and the enhancement of network robustness. We introduce link-
limited bypass rewiring, in which bypass links are connected stochastically. Our analytical
and numerical results demonstrate that a network becomes more robust when additional
bypass links are constructed in both uncorrelated and correlated scale-free networks. Fur-
thermore, through numerical simulations using real-world network data, we determined
that reconnecting nodes with higher degrees as bypass links makes networks more robust.

Node removals and robustness measures

As instances of random failures and targeted attacks, we consider node removals using
probability. In node removal, a node with degree k is removed with a probability 6.
When a network with degree distribution py is attacked via node removal with 6, the
average removal probability 6 is
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A random failure is one in which all nodes are removed with an equal probability
(6% = 6), whereas a targeted attack removes nodes with higher degrees. In a targeted

attack, the removal probability is

1 (k > k)
O = § Nj/Np (k=K (2)
0 (k < k),

where k’ is the maximum degree of the remaining nodes and Ny /Ny is the fraction of
the removed nodes whose degree was k’ before the attack.

In this study, we consider the network robustness based on the size of the giant com-
ponent S, which is the largest connected component of the network. The giant compo-
nent is used as a robustness measure assuming that the network connectivity supports
its functionality. In the analysis results, we used the percolation threshold 6., which is the
fraction of removed nodes when the size of the giant component becomes zero (S = 0)
in infinite networks in the percolation analysis (Cohen et al. 2000, 2001). The percolation
threshold 6, ranges from zero to one, where 6, = 1 indicates optimal robustness.

Because the percolation threshold 6, cannot be accurately obtained through numerical
simulations as a result of finite-sized effects, we used the robustness index Rt (Schnei-
der et al. 2011) in the numerical results. The robustness index against targeted attacks is

defined as
N
1 S(q)
Rra=—3Y —°,
TA N; N (3)

where N is the number of nodes and S(g) is the size of the giant component when g
nodes are removed. The robustness index R ranges from 1/N to 0.5. Both the perco-
lation threshold 6, and robustness index Rty are calculated considering the size of the
giant component relative to the fraction of removed nodes, and in many cases, these two
indicators tend to be similar.

Concept of link-limited bypass rewiring

We propose link-limited bypass rewiring to alleviate the issues associated with node
removals caused by random failures and targeted attacks. Figure 1 illustrates the concept
of link-limited bypass rewiring. When a node is removed, its neighboring node is con-
nected to another neighboring node. This new reconnected link is called a bypass link.
When the degree of the removed node is odd, one neighboring node is not reconnected
by a bypass link. In bypass rewiring (Park and Hahn 2016), all node pairs are connected
by a new bypass link, whereas in link-limited bypass rewiring, each node pair is con-
nected with a probability g, where k is the degree of the removed node. By making this
process stochastic, the number of added bypass links can be controlled. For simplicity,
we denote oy = @ when oy is a constant. For @ = 0, no rewiring is performed and for
a = 1, all node pairs are connected, which is equivalent to bypass rewiring.
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Fig. 1 lllustration of link-limited bypass rewiring with & = 0.5. From the left in the figure, (1) a network before
removal, (2) a node is removed, (3) node pairs are randomly selected, and (4) each link is connected with a
probability @ = 0.5

There are various ways to select node pairs in link-limited bypass rewiring. We discuss
random selection in the following section and compare various selection methods in the
numerical simulation section.

Analytical results

In this section, we present a formalism for calculating the size of a giant component under
link-limited random bypass rewiring. By using generating function methods, analytical
solutions have been derived for random failures and targeted attacks (Cohen et al. 2000,
2001; Newman et al. 2001), and for random bypass rewiring (Park and Hahn 2016; Park
et al. 2019). The analytical framework is a mean-field approximation method that can be
applied to percolation processes on ensembles of locally tree-like networks with a given
degree distribution. It cannot be applied to specific networks such as synthetic or real-
world networks. Therefore, we focus on scale-free networks with a power-law degree dis-
tribution that are vulnerable to attacks and extend this framework to link-limited bypass
rewiring.

Framework of bypass rewiring

Considering a random network with a degree distribution pj subjected to node removals
with a probability 6, the size of the giant component S is derived as follows (Cohen et al.
2000, 2001; Newman et al. 2001):

S=Y pl - 601 - ub), (4)

k=0

where u is the average probability that a randomly selected node is not connected to the
giant component According to previous studies (Cohen et al. 2000, 2001; Newman et al.
2001), we can calculate u as the minimum positive root of the self-consistent condition

equation
o0 o0
u= Z‘M(l — Orp)uk + ZOIka+1~ (5)
k=0 k=0

Here, g is the probability that a node following a randomly selected link has a degree
k+1
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Here, (k) is the average degree. By solving Eq. 5 numerically through fixed-point itera-
tion, the size of the giant component S can be calculated from Eq. 4.

By extending the above formalism, the size of the giant component under random
bypass rewiring has been derived (Park and Hahn 2016; Park et al. 2019). The basic
concept of the associated formulation is illustrated in Fig. 2a. When the node fol-
lowing a randomly selected link is of degree k = 2 as ¢, it has only two patterns. The
node is either not removed (1 — 62)gq; or is removed and bypassed 624;. When the
degree of a removed node is odd, one neighboring node remains unconnected to a
bypass link. Therefore, the case in which a node cannot reach the connected compo-
nent should be considered. When the node following a randomly selected link is of
degree k = 3 as ¢y, it has three patterns. The node is either not removed (1 — 63)g2,
removed and bypassed 2/3603¢2, or removed and not bypassed 1/3603¢2. Therefore, for
random bypass rewiring, the condition equation is (Park and Hahn 2016)

u=qo(1—01) + qot
+q1(1 = 0)u+ q162u

2 1
+q2(1 — O3)u* + 56129314 + §CI293 + -

oo 00 o
k+162k
u=> gl —O)xu’ +ud g+ 1 —uw)d 1%. ®)
k=0 pard P

By solving Eqs. 4 and 8, we can calculate the size of the giant component S for random
bypass rewiring.

‘(a) Random bypass rewiring | F W
T _ T +o+

(1—-61)q0 91% (1=6)a1  6,q1 (1-65)q, 93‘?2 —93q2

‘ (b) Link-limited bypass rewiring ‘

9o | WFW

1-6)q 6212 92Q1(1 —az) (1-65)q; —931120‘3 93‘22(1 —az) 3 26:q2

Fig. 2 Schematic representation of calculating the probability of reaching the connected component
(square) for a node following a randomly selected link for a random bypass rewiring and b link-limited bypass
rewiring. The circles represent nodes and red links are bypassed links. a Colored version of the diagram
presented in Park and Hahn (2016)
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Link-limited bypass rewiring for uncorrelated networks

Here, we derive the formalism of link-limited bypass rewiring in random net-
works with a degree distribution pi. A schematic representation of link-limited
bypass rewiring is presented in Fig. 2b. For link-limited bypass rewiring, each
candidate link is connected with a probability a;. When the node following a ran-
domly selected link is of degree k = 2, it has three patterns. The node is either not
removed (1 — 62)q1, removed and bypassed 62g102, or removed and not bypassed
02q1(1 — a2). When the degree of the removed node is odd, the outcome is the same
as that in random bypass rewiring. The condition equation for link-limited bypass
rewiring is

u=qo(1 —01) + qo61
+q1(1 — 0)u + q162uar + q162(1 — a3)

, 2 2 1 9)
+a2(1 = 03)u” + S qafsu0s + Sq203(1 — o3) + 74203
_|_ e
o0 oo
u= qr(l—Os)xu +ud b

k=0 k=0

oo o (10)
+ Z GkOk+1(1 — ogy1) + (1 — u) Z mP2k+192k+10!2k+1~

k=0 k=0

Therefore, the size of the giant component S under node removal with 6 is calculated
using Eqgs. 4 and 10 for link-limited bypass rewiring.

The analytical solution for random bypass rewiring reveals that S with random bypass
rewiring is greater than or equal to S without random bypass rewiring (Park and Hahn
2016). The same can be said for with link-limited bypass rewiring, allowing for further
discussion. To calculate the condition equation, we can use fixed-point iteration. Let
f(u, ax) be the function on the right side of Eq. 10. Assuming that oy = o and B = 8, an
iteration is defined as

Uit+l,a Zf(ui,ou o)
uiv1,p =f (Wi, B),

where i is the iteration step and o < B. When the initial values are the same for
uoe = tog =0, f(Uia o) <f(u;g,B) for any i. Therefore, S with link-limited bypass
rewiring increases as the probability « increases.

Figures 3 and 4 present the network fractions of the giant component under random
failures and targeted attacks with link-limited bypass rewiring in a scale-free network.
We present both the results of numerical simulations and the analytical results calcu-
lated using Egs. 4 and 10. The scale-free network was generated using a configuration
model with a degree distribution p; oc k=3, N = 20,000 nodes, and average degree
(k) ~ 3.5.
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Fig. 3 Random failures with link-limited bypass rewiring in a scale-free network. Solid lines and crosses

represent analytical and numerical results, respectively
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Fig. 4 Targeted attacks with link-limited bypass rewiring in a scale-free network. Solid lines and crosses

represent analytical and numerical results, respectively

In Figs. 3 and 4, the size of the giant component increases as the probability « increases
for both targeted attacks and random failures, which is consistent with the discussion
above. For the random failures in Fig. 3, nearly optimal robustness with the percolation
threshold 8, = 0.99 is obtained for o = 1, whereas 6, = 0.92 for « = 0. In other words,
the scale-free network is sufficiently robust against random failures without bypass
rewiring, but its robustness is nearly optimal when random bypass rewiring is applied.
For the targeted attacks in Fig. 4, the percolation threshold 6, = 0.31 for @ = 1, whereas
0. = 0.13 for @ = 0. Compared to random failures, scale-free networks are more vulner-
able to targeted attacks, even with random bypass rewiring. Therefore, in the following
sections, we focus on targeted attacks.
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Fig. 5 Fraction of added bypass links relative to the numbers of original links in the scale-free network in
the presence of targeted attacks with link-limited bypass rewiring. The analysis results were calculated using
Eq. 11
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Fig. 6 Percolation threshold in the presence of targeted attacks versus the fraction of added bypass links in a
scale-free network

Figure 5 presents the relationship between the probability « and percolation threshold
0. in the presence of targeted attacks. When « < 1, the number of added bypass links
gradually increases as the probability « increases. At approximately « = 1, the number of
added bypass links increases steeply up to 80% of the existing links. For targeted attacks,
the total number of added bypass links is approximately calculated as

N >jeai@ + (1 — a)sign(k; — kj)J

Miotal = Z \‘ 5

i=1

(11)

where j € 9i denotes the neighboring nodes of node i, |x] is a floor function that
returns the maximum integer less than or equal to x, and sign(x) returns x = 1 for
x > 0 and x = 0 for x < 0. Inside the floor function is the expected degree of node
i when removed by targeted attacks. The links connected to nodes with degrees
ki > k; are removed with a probability a. Note that the results are slightly overes-
timated because the case in which the added bypassed links are removed is not
included.

Page 8 of 17
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Figure 6 reveals that as the number of bypassed links increases, the percolation
threshold 6. in the presence of targeted attacks increases. Therefore, when apply-
ing a framework of bypass rewiring to a real-world network, it is necessary to con-
sider the balance between the cost of connecting bypass links and required network
robustness.

Link-limited bypass rewiring for correlated networks

In this subsection, we describe link-limited bypass rewiring for degree-corre-
lated networks. We begin with a correlated network with a joint degree-degree
probability matrix P(k,k’), which contains the probabilities of randomly select-
ing links between nodes with degrees k and k’. The conditional probability
P(k|k'y = P(k,k’)/ > 4 P(k, k') is the probability that a randomly selected link from a
node with degree k' leads to a node with degree k. By using the conditional probabil-
ity P(k|k’), we can calculate the size of the giant component with link-limited bypass
rewiring in a correlated network.

Let xi be the probability that a randomly selected link from a node with degree k is
not connected to the giant component. The size of the giant component S with node
removal 0y and without bypass rewiring is calculated as Goltsev et al. (2008), Tani-
zawa et al. (2012)

S=Y P —6)(1 — (x)"), 12)
k=0
Xe=_ Pmlk)A = 0"+ P(mlk)oy. (13)
m=0 m=0

When comparing Egs. 5 and 13, one can see that g; in Eq. 5 corresponds to P(m|k) in
Eq. 13. Similar to the above discussion, the condition equation for link-limited bypass
rewiring in correlated networks can be derived as follows:

% =D Pmlk)(1 = Oy !
m=0

o0
+ Y Pnlk) Ot

m=0

% (14)
+ > Pmk)0u(1 — )
m=0
o0
PQ2m' 4 11K) 02 11(1 — X2 41)
" Z_:o 2m' + 1 o'+

For correlated networks, we can calculate S using Eqs. 12 and 14.
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Fig. 7 Targeted attacks with link-limited bypass rewiring in a scale-free network with degree correlations a
r=0.14and br = —0.12. Solid lines and crosses represent analytical and numerical results, respectively
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Fig. 8 Percolation threshold 6. in the presence of targeted attacks for link-limited bypass rewiring with a
probability e in bimodal networks. The degree correlations arer = 0.8, —0.012, and —0.25. As « increases, 6,
takes on a similar value, even for different degree correlations

Figure 7 presents the analytical and numerical results of link-limited bypass rewiring
in a scale-free network with positive and negative degree correlations in the presence
of targeted attacks. Networks with degree correlations were generated by performing
random link swaps on random scale-free networks to increase (or reduce) degree cor-
relation while maintaining the degree distribution. The original network had a degree
correlation coefficient r = —0.0094 and the corresponding swapped network had a
degree correlation coefficient 7 = 0.14 (or r = —0.12). Here, the degree correlation coef-
ficient r is the correlation coefficient of the degree between linked nodes in the network
(Newman 2002). For networks with degree correlations, the analytical and numerical
simulation results exhibited similar values. Similar to the uncorrelated networks, the
percolation threshold 6, increased with « in the correlated networks.

We compared the percolation thresholds 6. for different degree correlations. For
a = 0 without rewiring, the positive correlation was 6, = 0.177 and the negative cor-
relation was 6, = 0.150. Similar to the results of previous studies (Schneider et al.
2011; Tanizawa et al. 2012), our findings indicate that networks with positive degree
correlations are more robust against attacks. However, as « increased, the difference
in 6, decreased. In particular, for « = 1, the positive correlation was 6, = 0.320 and
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Fig. 10 Robustness index in the presence of targeted attacks when using link-limited bypass rewiring with

different selection methods. Maximum-degree selection is the most effective approach in terms of improving
robustness

the negative correlation was 6, = 0.316. Therefore, for a larger «, the influence of the
degree correlation on the improvement in robustness decreases.

To highlight the effect of degree correlation more clearly, we also compared bimodal
networks consisting of two degrees. Bimodal networks can alter their degree correla-
tions (Mizutaka and Tanizawa 2016). We used bimodal networks consisting of 1000
nodes with degree three and 100 nodes with degree eight, and their degree correlations
were r = 0.80, —0.012, and —0.25. Figure 8 presents the percolation thresholds 6, of the
analytical results. In Fig. 8, for « = 0 without rewiring, 6, has higher values for positive
degree correlations . However, as « increases, 0, takes on a similar value and for « = 1,

0. has almost the same value. Similar to scale-free networks, the influence of the degree
correlation in 6, decreases for a larger «.

Numerical simulations using real-world networks

We investigated the applicability of link-limited bypass rewiring to real-world networks
through numerical simulations. We used AirTraffic network data with N = 1226 nodes
and 2408 links (Kunegis 2013). The nodes and links represent airports and preferred
routes, respectively. The largest connected component was extracted from the original
data and transformed into an undirected network without self-loop links.
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Although we assumed that all candidate link pairs were selected randomly in
Sect. 4, there could be better selection strategies in terms of improving robustness.
Therefore, we identified an effective link selection method for link-limited bypass
rewiring. We compared three selection methods: (1) minimum-degree selection, (2)
maximum-degree selection, and (3) random selection. Minimum- (or maximum-)
degree selection selects the pair of nodes with the minimum (or maximum) degrees
among the neighbors of the removed node to define a candidate link.

Figure 9 presents the results of targeted attacks on the AirTraffic network when using
link-limited bypass rewiring with random selection. Similar to the analytical results for
the scale-free network, the AirTraffic network was more robust when the probability o
was large. Figure 10 presents the robustness index Ry, against targeted attacks for the
different selection methods. As shown in Fig. 10, the maximum-degree selection method
improves robustness more than the other methods. In contrast, minimum-degree selec-
tion is less robust than random selection. Therefore, robustness can be further improved
by constructing bypass links for nodes with higher degrees. Similar results are obtained
for synthetic networks, the Barabdsi—Albert model (Barabési and Albert 1999), and the
Watts—Strogatz model (Watts and Strogatz 1998) (see Appendix B).

Discussion and conclusion
In this paper, we proposed link-limited bypass rewiring to improve network robustness
against random failures and targeted attacks. In link-limited bypass rewiring, the neighbor-
ing nodes of a removed node are reconnected stochastically using bypass links. We derived
the size of the giant component under node removal with link-limited bypass rewiring in
both uncorrelated and correlated networks. Our analysis and numerical results revealed
that the networks became more robust with a higher probability of adding bypass links.
Therefore, it can be concluded that adding additional bypass links makes a network more
robust. In a previous study, every possible bypass link was added for bypass rewiring (Park
and Hahn 2016). Although bypass rewiring significantly improves robustness, it requires a
large number of bypass links (approximately equal to 80% of the original links). However, in
real-world networks, adding new links can be costly. We presented results for the tradeoff
between cost and robustness, highlighting a proportional relationship between the percola-
tion threshold, which is a measure of robustness, and the number of bypass links.
Additionally, we investigated an effective node pair selection method for link-limited
bypass rewiring. Through numerical simulations using AirTraffic network data, the addi-
tion of bypass links to nodes with higher degrees was found to be effective in terms of
improving robustness. Interestingly, for many methods of improving robustness against
attacks, focusing on high-degree nodes is less effective. For link addition prior to node
removal, adding links to nodes with lower degrees is effective for improving robustness
(Schneider et al. 2011; Chujyo and Hayashi 2022). This approach improves robustness by
maintaining connectivity between low-degree nodes because high-degree nodes are ini-
tially removed by attacks. In contrast, link-limited bypass rewiring, in which bypass links
are added after a node is removed, creates dense subgraphs by connecting high-degree
nodes, which can be considered to improve robustness. These results indicate that strat-
egies vary depending on the method used to improve robustness against node removal.
In particular, a few studies have improved network robustness through recovery after
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targeted attacks (Sun and Zeng 2017; Afrin and Yodo 2019), and continued progress in
this area is expected.

The advantages and disadvantages of our proposed link-limited bypass rewiring compared
to those of other methods are now discussed. A major advantage of our method is that it is
based on bypass rewiring, which optimally improves robustness (Park and Hahn 2016; Park
et al. 2019), thereby achieving sufficient robustness while considering rewiring costs. How-
ever, a disadvantage of our method is that it does not revert to the original network structure.
Conventional recovery methods restore the removed nodes or links (Quattrociocchi et al.
2014; Hu et al. 2016; Sun and Zeng 2017; Huang et al. 2018; Afrin and Yodo 2019), whereas
our proposed method connects the remaining nodes after node removal and does not restore
the original structure. When several nodes with higher degrees in the scale-free network are
removed and our method is applied, the degree distribution changes to a power-law distri-
bution with a cut-off, and the hub nodes are not restored. In addition, if the network has a
community structure, the original community structure is not fully restored. In many cases,
nodes belonging to close communities tend to be connected using our method because it
rewires neighboring nodes from the removed node. Therefore, our method cannot restore the
original system structure and functionality but is effective for repairs to maintain temporary
robustness after attacks. Another disadvantage is that the proposed method assumes that as
soon as one node is removed, its neighbor can be wired. However, this will likely be difficult to
achieve in many real-world networks, and our method therefore has a disadvantage in terms
of its implementation. In addition, our method cannot be used in situations in which several
nodes stop functioning almost simultaneously, such as earthquakes or power grid overload
events. In such cases, our method is not applicable, and restoration methods are required
after a major disruption (Quattrociocchi et al. 2014; Hu et al. 2016; Huang et al. 2018).

Finally, we will discuss some limitations and future directions. Although we derived
analytical solutions for both uncorrelated and correlated networks, real-world networks
have complex structures such as community and cluster structures, and the application
of link-limited bypass rewiring to networks with more complicated structures is a chal-
lenging problem. Furthermore, additional work is required to cover multilayer networks
because multiple infrastructures are interdependent. Additionally, the function of a real-
world network is not only connectivity but also the transportation of people and goods.
However, this study only considered the robustness of connectivity. Therefore, it is nec-
essary to investigate network robustness not only in terms of structure but also dynam-
ics. Finally, this study compared selection methods based on degrees through numerical
simulations. However, there may be more effective selection methods. Because node
pair selection must be performed for each node removal, it is expected that strategies
with high computational costs will be less likely to be applied.

Appendix A Link-limited bypass rewiring against random failures

The main text discusses the results of targeted attacks, but here, we present several
results of random failures. We show the size of the giant component against random
failures on correlated networks (Fig. 11) and AirTraffic network (Fig. 12). In addi-
tion, Fig. 13 shows the difference in the robustness index R4 against random failures
between selection methods for AirTraffic networks.
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Fig. 13 Robustness index in the presence of random failures when using link-limited bypass rewiring with

different selection methods

Appendix B Numerical results of network models

While the main text discusses the numerical results of air traffic data, this Appendix pre-
sents the numerical results of synthetic network models with similar trends. We used
scale-free networks with 1000 nodes and 1996 links generated by the Barabasi—Albert
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Fig. 15 Robustness index in the presence of targeted attacks when using link-limited bypass rewiring with
different selection methods in the a Watts-Strogatz model and b Barabasi-Albert model. Maximum-degree
selection is the most effective approach in terms of improving robustness

model (Barabasi and Albert 1999) and small-world networks with 1000 nodes, 2000
links, and rewiring probability p = 0.1 generated by the Watts—Strogatz model (Watts
and Strogatz 1998). Figure 14 presents the results of targeted attacks on the synthetic
networks when using link-limited bypass rewiring with random selection. Figure 15
presents the robustness index Rya against targeted attacks for the different selection
methods.
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