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aid in reducing the network’s centralization. This strategy is grounded in qualitative
labeling of network nodes based on topological and protocol features, followed

by the creation of a scoring and recommendation model. Results of the experiments
indicate that in the evolved network using the proposed strategy, concentration
indicators such as the Gini coefficient can decrease by up to 17%, and channels owner-
ship of the top 1% of hubs decrease by 27% compared to other autopilot strategies.
Moreover, through simulated targeted attacks on hubs and channels, it is shown

that by adopting the proposed strategy, the network’s resilience is increased com-
pared to the existing autopilot strategies for evolved networks. The proposed method
from this research can also be integrated into operational Lightning clients and poten-
tially replace the current recommendation methods used in Lightning Autopilot.
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Introduction

Lightning Network, as a layer two protocol built on top of the Bitcoin network, aims
to facilitate payment processes through micropayments, addressing the inherent limita-
tions of the Bitcoin payment network. This has been achieved by establishing a network
of oft-chain payment channels.

. ©The Author(s) 2023. Open Access This article is licensed under a Creative Commons Attribution 4.0 International License, which permits
@ SPrlnger O pen use, sharing, adaptation, distribution and reproduction in any medium or format, as long as you give appropriate credit to the original
— author(s) and the source, provide a link to the Creative Commons licence, and indicate if changes were made. The images or other third
party material in this article are included in the article’s Creative Commons licence, unless indicated otherwise in a credit line to the mate-
rial. If material is not included in the article’s Creative Commons licence and your intended use is not permitted by statutory regulation or
exceeds the permitted use, you will need to obtain permission directly from the copyright holder. To view a copy of this licence, visit http://

creativecommons.org/licenses/by/4.0/.


http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://crossmark.crossref.org/dialog/?doi=10.1007/s41109-023-00602-2&domain=pdf

Mahdizadeh et al. Applied Network Science (2023) 8:73 Page 2 of 33

Payment channels in the Lightning network are peer-to-peer entities. The capability
of multi-hop payments in this network has led payment channels to not only facilitate
micropayments between the two participating nodes but also enable micropayments
with parties that do not share a channel. This attribute contributes to the formation of a
payment network comprising nodes and payment channels.

Over time and during its evolution, the Lightning Network has, due to various incen-
tives for users and the cost-intensive nature of creating multiple channels, developed a
topology similar to that of centralized networks. To such an extent that the current net-
work structure can be considered a robust scale-free structure or even aligned with the
non-distributed core-periphery model (Lin et al. 2022).

Numerous studies have criticized the current structure of the Lightning Network,
highlighting its vulnerabilities to various attacks, particularly topological attacks (Rohrer
et al. 2019). While researchers have explicitly acknowledged the possibility of attacks
like route hijacking attacks (Tochner et al. 2019, 2020) due to the network’s imbalanced
resource distribution, other attacks also deserve attention. These attacks take advantage
of the centralized topology of the Lightning Network, facilitating attackers in executing
attacks or exacerbating the resulting damages. Among these, we can mention griefing
attacks (Robinson 2019; Mizrahi and Zohar 2021; Pérez-Sola et al. 2020), time dilation
attacks (Naumenko and Riard 2021), as well as some forms of privacy attacks (Malavolta
et al. 2017; Erdin et al. 2021; Herrera-Joancomarti et al. 2019; Rohrer and Tschorsch
2020).

Controlling the topology of a complex network is an ambitious and challenging
endeavor, often unattainable. This is primarily due to the inaccessibility, management
complexity, and the lack of authority in dictating communication among network nodes
in many intricate networks. In other words, the defining factor of a network’s topology is
its nodes, and managing their decisions introduces significant complexities. Fortunately,
in the case of the Lightning Network, there is an influential mechanism called “Autopi-
lot” (2.2) that provides the opportunity for intervention in the network’s evolution, albeit
implicitly, through a recommending authority.

The goal of this research is to propose a strategy for the Lightning autopilot tool in
a way that aligns users’ personal interests with guiding the network’s topology towards
greater distribution simultaneously. In other words, Lightning network users should be
able to engage in multi-hop payments with a minimal number of steps across the entire
network, choosing from various available paths with suitable capacity. Additionally, the
network’s topology should provide relatively distributed characteristics towards mitigat-
ing resource concentration in limited nodes. This research strives to employ the influen-
tial power of the Lightning client’s autopilot tool in influencing node decisions on how to
establish payment channels in the network. This would transform the network’s topol-
ogy from its current state, resembling a partially centralized network, to a distributed
topology with properties akin to distributed networks during its evolutionary process
(Fig. 1).

Continuing, in Sect. “Related work’, we will delve into the existing research con-
ducted in this domain. Moving on to Sect. “Preliminaries’, under the preliminaries, we
will elaborate on the available data and the topological characteristics of the network.
Section “Preferential attachment criteria” will provide an in-depth discussion on the



Mahdizadeh et al. Applied Network Science (2023) 8:73 Page 3 of 33

2

Centralized Network Decentralized Network L Distributed Network )
FEPEEErrT e e e e e e r e e e e e e e e rreereerrerrrerreereeeen

é> >

Fig. 1 The current research aims to facilitate the transition of the topology of the Lightning network from a
decentralized network state with characteristics similar to centralized networks to a decentralized network
state with characteristics akin to distributed networks

core research idea and the necessary preference attachment criteria within the Light-
ning Network. Section “Labeling” will address the process of labeling network nodes,
while Sect. “The scoring model” will expound upon the formation of the scoring model.
In Sect. “Empirical experiment’, an empirical experiment will be conducted, followed
by the presentation and analysis of the results in Sect. “Results and discussion”. Lastly,
Sect. “Conclusion and future works” will encompass the conclusion and offer insights for
future research endeavors.

Related work

In this section, we will begin by reviewing previous research that has investigated the
topological characteristics and the evolution of the Lightning Network. We will delve
into articles that have examined potential topological vulnerabilities of the network.
Furthermore, we will provide specific details about the Lightning Network’s autopilot
mechanism. We will also discuss studies and articles that have assessed the effectiveness
of this module or critically analyzed its functioning.

Topological properties and evolution

The Lightning network is an evolving network, its growth being governed by the joining
of new users to the network and the establishment of payment channels with existing
nodes. Various studies have investigated this growth process and analyzed the topology
emerging at each stage of this progression.

In Martinazzi (2019), Martinazzi delved into the evolution of the Lightning network,
one year after its operational launch. Martinazzi’s investigation was based on twelve
snapshots of the Lightning network taken from February 2018 to January 2019. In this
research, the Lightning network was modeled as a weighted, undirected network. Mar-
tinazzi demonstrated that over the course of the one-year study period, the network
exhibited characteristics of scale-free networks, with an exponential parameter (y) hold-
ing a value of approximately 2. A notable phenomenon highlighted by Martinazzi is the
disassortativity present in the network. In other words, in the Lightning network, nodes
with lower degrees tend to create more payment channels with nodes of higher degrees.
From Martinazzi’s perspective, the underlying cause for this behavior is the costliness
of the channel creation process. This prompts network nodes to establish channels with
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network hubs, enabling them to access other nodes at a lower cost through a fewer num-
ber of channels. Consequently, powerful hubs emerge within the network. Martinazzi
notes that this phenomenon could be considered a threat to the Lightning network, as
these hubs potentially possess the capability to control payment flows in the network
and gather significant amounts of information. To support this intuition, Martinazzi
assessed the network’s robustness and demonstrated that a targeted attack based on
the Betweenness centrality measure, by removing only 10 nodes from the network, can
diminish up to 75% of the network’s efficiency.

Guo et al. also conducted a systematic measurement on the topology of the Light-
ning network in a fifteen-month time span in Guo et al. (2019). After examining the
degree distribution of Lightning network nodes in early April 2019 and providing evi-
dence of the adherence of the degree distribution to a Powerlaw distribution (Newman
2005), they proceeded to evaluate the performance of the Lightning network. Their
performance assessment comprised two categories: routing efficiency examination and
network resilience against attacks. Their findings have demonstrated that 90% of the net-
work nodes can access 90% of the other nodes solely through a maximum of 4 channels,
highlighting the potential for optimal routing in the network. Furthermore, given that
90% of the network channels possess capacities less than 0.1 Bitcoin, payments exceed-
ing 0.1 Bitcoin are unlikely to succeed with a high probability in the network. Concern-
ing network resilience, they indicated that the removal of only 5% of the key network
nodes would lead to the loss of 94% of the network’s capacity. Over the course of the
15-month study period, this phenomenon has worsened, highlighting a more severe
state of vulnerability through the network’s evolution.

Rohrer and colleagues in Rohrer et al. (2019) have examined the topological proper-
ties of the Lightning network, analyzed its weaknesses, and introduced two topological
attacks named channel exhaustion and node isolation. Their investigations have demon-
strated that the topology of the Lightning network follows a scale-free and small-world
structure, which renders the network susceptible to targeted attacks. Their findings
have shown that an attacker can inflict severe damage on the network by targeting
nodes based on centrality measures. Furthermore, an attacker can execute an attack by
targeting nodes that host channels connecting participants in a min-cut with minimal
resources. To prevent topological attacks, a systematic approach has not been suggested.
They propose countermeasures to prevent node isolation, similar to what they refer to
as the “flood-and-loot-attack” (Harris and Zohar 2020) mitigation method. This involves
imposing limitations on the number and size of multi-hop micropayments on the cli-
ent nodes’ side. Additionally, they briefly mention that by implementing changes to the
autopilot system of Lightning network clients, responsible for managing new channels,
the topology of the Lightning network can be altered to exhibit increased resistance
against such attacks.

In Seres et al. (2020), Seres and colleagues have also examined the topology and net-
work resilience of the Lightning network against targeted attacks. After presenting the
topological features of the network, they have shown that the degree distribution of the
network follows a Powerlaw distribution with a parameter of y = 2.13. This claim has
been statistically proven by them using the Kolmogorov-Smirnov statistic (Massey Jr
1951). Furthermore, they have demonstrated that the Lightning network is resilient to
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random attacks, but highly susceptible to targeted attacks. Specifically, by removing
only the node with the highest degree, the network will be divided into 37 independent
components without delay. They have stated that although there is a trade-off between a
network’s resilience to random and targeted attacks, strategies can be employed on the
Lightning client side to control the joining of new nodes to the network.

Other studies have also highlighted the vulnerability of the Lightning network to tar-
geted attacks. Examples include references to Lee and Kim (2020) and Martinazzi and
Flori (2020). Lin et al. (2020), have pointed out the centralized structure of the Lightning
network, in which high-degree hubs appear to play the role of channel switches. Their
measurement method in the mentioned study involved the use of the Gini coefficient
(Dorfman 1979). They attribute this phenomenon to the inclination for cost-efficient
routing by the paying nodes and the preference for higher fees from the network hubs.
They also thoroughly elaborate on the Lightning network’s extreme vulnerability to tar-
geted attacks.

Also, Camilo et al. (2022), by examining the Lightning network over an eight-month
period, have indicated that this network is facing a strong trend towards the centrali-
zation of connections and resources. They found that more than half of the network’s
capacity is controlled by only 0.38% of nodes, which results in a significant vulnerability
of the network against targeted attacks. According to their findings, these observations
stand in contradiction to the primary goal of a decentralized payment network.

In Seres and Benczur (2021), the topology of the Lightning network has been investi-
gated from an economic perspective. They have facilitated the examination of the eco-
nomic aspect of the Lightning network by designing a traffic simulator for it, without
requiring precise information about balances, capacities, and micropayments. They
demonstrated that nodes in the Lightning network, when functioning as routing nodes
or intermediaries for multi-hop payments, do not have economic incentives. They attrib-
uted this phenomenon to the minimal fee amounts in comparison to the resources of the
network nodes. In other words, if Lightning network nodes intend to benefit reasonably
from network fees, the fee amount will significantly increase, violating the fundamental
philosophy of the Lightning network, which involves micropayments with minimal fees.
They also revealed that the current topology of the Lightning network leads to a con-
siderable portion of network micropayments (possessing anonymity features) potentially
becoming de-anonymizable. Although this can be improved by introducing nodes with
low fees into payment paths.

Zabka and colleagues have indicated in a concise article (Zabka et al. 2022) that in
order to maintain the liquidity of the Lightning network and to prevent payment path-
based attacks, the network should move towards a more decentralized topology. Based
on this premise, they conducted an investigation into centrality in the Lightning network
to analyze its level of centrality. They utilized a tool called “TimeMachine” to gather data
on the network’s topology over time and analyze it. They demonstrated that while the
Lightning network is decentralized, a small number of nodes in the network route the
majority of payments, leading to a skewness in the network. They also showed that dur-
ing their studied period, from 2020 to 2022, the Gini Index experienced a 10% jump,
indicating a significant increase in the network’s centrality.
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In Lin et al. (2022), a study on the weighted Lightning network has also been con-
ducted. By examining the topology of the Lightning network over two consecutive years,
they have found that the Nakamoto Coefficient indicates a declining trend in the num-
ber of nodes owning 51% of the network’s links, highlighting a highly uneven distribu-
tion of node centrality. Further investigation by them has revealed that the network’s
topology is moving towards a pattern that aligns with the core-periphery model (Bor-
gatti and Everett 2000), with the dimensions of its core decreasing. Additionally, they
have indicated that the removal of network hubs could rapidly divide the network into
independent segments, potentially creating vulnerability to attacks like split attacks.

Lightning autopilot

The autopilot system within the Lightning Network can be seen as a suitable tool for the
implicit management and control of the network’s topology. The autopilot system is an
automatic mechanism implemented on the Lightning client side to propose, create, and
manage payment channels for the user node. While not being an integral part of the
Lightning protocol, different Lightning clients employ various implementations of the
autopilot system, often in the form of plugins or extensions. For instance, the c-lightning
client (ElementsProject 2016) uses the lib_autopilot library (Pickhardt 2019), while the
LND client (LightningNetwork 2017) has its own custom implementation of the autopi-
lot system.

Autopilot tools in Lightning clients initially employed the Barabdsi Albert network
generation model (Barabdsi and Albert 1999). This model relied on preferential attach-
ment based on node degrees to suggest and establish payment channels. This autopilot
policy has been extensively debated, questioned, and criticized by developers (Pickhardt
2018) and has even undergone academic scrutiny (Wang et al. 2022). One of the chal-
lenges associated with the preferential attachment strategy based on node degrees is
the creation of powerful hubs in the network, which gradually erodes decentralization.
Another strategy adopted by autopilot systems in Lightning clients involves proposing
the creation of payment channels with nodes having the highest level of centrality, pre-
dominantly betweenness centrality. The main reason for using this strategy is to opti-
mally utilize network paths in multi-hop payments. In other words, connecting new
nodes to highly betweenness-central nodes ensures the shortest possible distance to
end-to-end nodes, resulting in lower costs for multi-hop payments. However, it’'s worth
mentioning that the preferential attachment strategy based on node centrality not only
reduces resource distribution in the network but also significantly increases inequality
in the distribution of payment channel ownership and the network’s vulnerability to tar-
geted attacks compared to preferential attachment based on node degrees (Tsiotas 2020;
Topirceanu et al. 2018).

The subject of the impact of preferential attachment on network topology has
attracted the attention of Lange et al. in Lange et al. (2021). They have investigated the
influence of preferential attachment strategies on network topology. These strategies are
based on one-dimensional metrics such as degree, betweenness centrality and K-Center.
The investigated topological properties in their study include the Gini coefficient and
the network diameter throughout their evolutionary process. Moreover, transaction suc-
cess rates and network fees in the protocol have been analyzed. They concluded that a
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balance should be struck between network efficiency and distribution, but achieving
both is not feasible. They have also alluded to the possibility of employing composite
metrics for preferential attachment, but further details of this idea are not provided.

Preliminaries

In this section, we will begin by presenting an overview of the available dataset, followed
by a comprehensive analysis of the network’s topological characteristics. We will pro-
vide the necessary evidence to elucidate the nature of the network’s structure, and sub-
sequently, statistical proofs will be presented.

Dataset description

In the Lightning Network, each node needs to maintain a version of the Lightning Net-
work itself. This is essential for routing processes within the Lightning Network by the
nodes, as the sending node must explicitly determine a route consisting of payment
channels from itself to the destination. To achieve this, the Lightning Network has imple-
mented a gossip protocol (Demers et al. 1987). Gossip protocols are used in peer-to-peer
networks to share information among nodes. In the Lightning Network, network nodes
establish encrypted peer-to-peer communications with each other and share received
gossip protocol information among themselves. When two nodes in the network want
to create a payment channel, they send the information about that payment channel to
their neighboring nodes using the gossip protocol, and in turn, this information will be
disseminated throughout the network.

Various entities engage in the routine collection, organization, and analysis of Light-
ning Network data. One of their services involves providing information about Light-
ning Network nodes and payment channels, or in other words, the topology of the
Lightning Network. In addition to these information-providing services for the Light-
ning Network, each node individually within the network can autonomously conceive
the Lightning Network graph on its side after an appropriate period of time. The process
of connecting to the network, gathering gossip messages, and constructing the network
graph within a Lightning node is facilitated by Lightning clients. Notable and popu-
lar Lightning Network clients include LND (LightningNetwork 2017), Eclair (ACINQ
2016), and C-lightning (ElementsProject 2016).

The network used in this study was a snapshot of the Lightning Network taken on
November 27, 2021, collected by an LND client. The LND client provides a command-
line interface called /ncli, which connects to the gRPC service (Google 2015) offered by
the respective client. The gRPC service of the LND client presents network graph infor-
mation through a Unary RPC service named DescribeGraph. This information encom-
passes nodes and network channels along with their attributes. The dataset employed in
this study was sourced from the repository by Rohrer and Elias (2021). Initially created
for research conducted in Rohrer et al. (2019) by Rohrer, the repository has continued to
gather network snapshots following the publication of the paper.

The information utilized in this study for each node of the network includes the
following:
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+ pub_key: The public key of the network node.
« alias: The alias of the network node.

The information used in this study for each payment channel in the network comprises:

+ channel_id: The identifier of the payment channel.

+ nodel_pub/node2_pub: The public keys of the nodes on both ends of the payment
channel.

« capacity: The capacity of the payment channel.

+ fee_base_msat: The base fee for each of the nodes at the ends of the payment chan-
nel.

+ fee_rate_milli_msat: The fee rate for each of the nodes at the ends of the payment
channel.

We define the Lightning Network as a directed network, denoted by G = (V, E), where
V represents the nodes of the Lightning Network (network addresses), and E stands for
the payment channels between the network nodes. Furthermore, for each edge, such
as e, specific attributes are assigned to that payment channel. In the following sections,
some attributes for network nodes will also be derived using the attributes of edges
(Sect. “Preferential attachment criteria”).

Topological analysis

The network utilized in this study is a snapshot of the Lightning Network as of Novem-
ber 27, 2021. This network is connected and comprises a single component. The number
of nodes in this network is 18133, and the number of payment channels is 76725.

The average degree of nodes in this network is 8.46. However, due to the extreme
skewness in the distribution of node degrees, this value alone cannot serve as a reliable
metric. The density of this network is 0.00046, indicating a sparse network.

The diameter of this network is 12, and the average shortest paths in the network is
3.65. Although this calculated value is independent of the channel capacities, it signifies
the high accessibility of nodes and the absence of multi-hop payments with excessive
hops in the network.

The number of bridges in this network amounts to 8560 edges. Given the existence of
numerous nodes with a degree of 1, a significant portion of the calculated bridges are
edges associated with single-degree nodes. The number of bridges in the network, exclud-
ing the bridges associated with single-degree nodes, is 174. This indicates the presence of
a considerable number of vital payment channels for maintaining network connectivity.

The local clustering coefficient of a node indicates the level of connectivity among
its neighboring nodes. This value signifies the similarity between the subgraph formed
by a node’s neighbors and a clique composed of those neighboring nodes. The distri-
bution of local clustering coefficient values in the examined Lightning Network reveals
the presence of a considerable number of nodes with high local clustering coefficient
values (Fig. 2). Intuitively, nodes with a local clustering coefficient of 1 in the network
are mostly nodes with low degrees, connected to hubs in the network that are inter-
connected themselves. This phenomenon is predominantly observed in networks with
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scale-free characteristics. Additionally, the clustering coefficient value, which is equal to
the average value of local clustering coefficients of network nodes, is 0.1231. This value,
excluding zero values, would be 0.3255.

The assortativity coefficient of degrees in a network indicates the tendency of nodes
to connect to nodes with similar degrees. This characteristic ranges between 1 and
-1, where a positive value signifies the propensity of high-degree nodes to connect to
other high-degree nodes, and a negative value indicates the tendency of high-degree
nodes to connect with low-degree nodes. In the Lightning Network context of this
study, the assortativity coefficient of degrees is —0.195. This value reflects the linkage
of low-degree nodes to high-degree nodes, a feature commonly found in scale-free
networks.

The degree distribution of the investigated Lightning Network presents a distribu-
tion with high skewness. In other words, the network incorporates nodes that control
a considerable number of network channels. It’s noteworthy that one percent of nodes
with the highest degree in the network are connected to 34% of the payment chan-
nels. This skewness is so pronounced that the top 10 hubs of the network own 10% of
the network’s payment channels.

To investigate the scale-free nature of the Lightning Network, we employ the meth-
odology outlined in Clauset et al. (2009). Accordingly, using the Kolmogorov Smirnov
test (Massey Jr 1951) and calculating the minimum distance for ascending sorted
degree values, an initial degree value (x,,;,) is chosen. Subsequently, the Powerlaw
distribution function is fitted onto the values beyond this point. The process of com-
puting values and fitting the Powerlaw function in this study was facilitated by the
powerlaw package (Alstott et al. 2014).

Figure 3 depicts the Powerlaw curve fitted onto the distribution of node degrees in
the Lightning Network. In this fit, the minimum Kolmogorov Smirnov distance is cal-
culated to be D = 0.021 for x,,;, = 27. Additionally, the curve is fitted with a gamma
parameter of y = 2.26. The fitted curve, following the methodology from Clauset et al.
(2009), using the Goodness of Fit test, and compared against ten thousand proposed
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artificial datasets, yields a p-value of 0.2114. Given this value surpasses 0.1 (as pro-
posed by Clauset et al. 2009), the null hypothesis of the network not being scale-free

will not be rejected.

Based on the following observations, it can be claimed that the Lightning Network is a

scale-free network:

1. The network features powerful hubs that possess significant ownership of network

connections.

2. The Powerlaw curve fits statistically onto the degree distribution. Additionally, the

parameter gamma of the fitted curve equals 2.26, falling within the acceptable range

of (2, 3).

3. Considering an average shortest path value of 3.65 and comparing this network to
similar scale-free networks in terms of quantity, it can be asserted that the ultra-

small world property holds in the Lightning Network.

4. The distribution of clustering coefficient values concerning node degrees in the

Lightning Network is skewed, confirming its scale-free nature.

5. The assortativity coefficient in the Lightning Network is negative and significantly
deviates from zero (neutral). This negative value also indicates the network’s scale-

free nature.

Another metric that can be employed to assess data heterogeneity is the Gini coef-
ficient (Sen et al. 1997). This measure is commonly used in economics to gauge inequal-
ity levels. In this current study, we will employ this metric to evaluate the inequality of
degree distribution among nodes in the Lightning Network. The Gini coefficient ranges
between 0 and 1, representing absolute equality and absolute inequality in the examined
data, respectively. The computed Gini coefficient value for the degree distribution in the

Lightning Network is 0.7646.

Page 10 of 33
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Preferential attachment criteria
A new node joining the Lightning Network needs to establish payment channels with
other network nodes. These channels enable the node to conduct off-chain multi-hop
payments through neighboring nodes. The decision of a node regarding which set of
nodes to establish payment channels with will result in changes to the topology of the
Lightning Network.

From the perspective of a new node, the created payment channels should facilitate
payment conditions. The objectives of a new node operating in the network can be
summarized as follows:

+ The new node expects its payments within the network to be subject to minimal
fees.

+ The new node aims to have the shortest possible paths to other nodes in the net-
work, minimizing the number of hops required for its payments.

+ The new node anticipates successful payment experiences within the network. In
other words, it desires the presence of available well-behaved and non-adversarial
nodes along the payment routes and in its neighborhood. Additionally, a larger
number of potential paths to the payment destination provides more options for
selecting a payment route, increasing the likelihood of successful transactions.

+ The new node expects the capacity of its payment routes from the source to the
destination to be maximized. This allows the node to transfer larger amounts
without the need to split them or incur additional costs.

To address the goal fulfillment of new nodes joining the Lightning Network, it is
necessary to examine network features that can have an impact on addressing or cre-
ating the stated requirements. The criteria that can be effective in achieving these
goals encompass a wide range of protocol characteristics and network topology in
the Lightning network. Some sources, such as Lightning Labs (2019), have introduced
criteria for node scoring in the Lightning Network and have even implemented them
in practice. The criteria that can effectively contribute to the fulfillment of the stated

goals are as follows:

1. Channel Lifespan: Nodes with older and more established channels are more likely to
exhibit reliable and non-adversarial behavior. To assess this criterion, it is necessary
to monitor the channel status of nodes in the network over a long period of time.

2. Availability History: Nodes that have higher availability and remain consistently
active will be more trusted. This criterion can also be estimated through continuous
network monitoring to verify the nodes’ active status.

3. Total Channel Capacity: Nodes with higher total payment channel capacities are
more reliable options for establishing channels and performing routing. A high chan-
nel capacity of a node indicates significant investment in the Lightning Network,
which creates an incentive for the node to behave favorably.

4. Average Channel Capacity: The total channel capacity alone cannot enhance the
quality of a node, as a malicious node may create numerous low-capacity channels
with low costs to match the total capacity of a well-behaved node with fewer chan-
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nels but higher capacities. Therefore, considering the average capacity of channels
(i-e., capacity per channel) can be an effective criterion for node scoring.

5. Number of Channels: In general, a node with a higher number of channels can be a
suitable option for routing in the network. Connecting to such a node can shorten
payment paths. These nodes, known as hubs, increase network connectivity and
reduce the average shortest path in the network.

6. Quality of Neighbor Nodes: A node with high-quality neighboring nodes is more
likely to possess high-quality itself. This can be a result of a node needing to con-
nect to nodes with high quality in routing to improve its own efficiency. This holds
true for quality metrics such as high capacity, low fees, and similar factors. This qual-
ity criterion can be aligned with the definition of Eigenvector centrality (Bonacich
1987). In other words, the Eigenvector centrality values of nodes can be considered
as effective features in assessing the quality of Lightning Network nodes.

7. Proximity to Payment Destination Nodes: Nodes that are closer to payment desti-
nations will be considered higher quality in terms of reducing multi-hop payment
costs. Nodes that are more frequently traversed in payment paths are better options
for establishing links. This criterion aligns with the definition of Betweenness cen-
trality (Freeman 1977). In other words, nodes with higher Betweenness centrality are
more suitable for establishing payment channels with them.

8. Total Channel Fees: Nodes with lower total channel fees can be suitable options
for establishing links or routing. This becomes particularly important when a node
needs to route its own payments through longer paths or with higher amounts. In
the Lightning Network, fees are divided into “base fee” and “fee rate” The base fee is a
constant amount calculated as the initial fee for any payment, followed by the fee rate
calculated based on the payment amount. A low fee rate is desirable for larger pay-
ment amounts, and a low base fee is desirable for smaller payment amounts.

9. Average Channel Fees: A node with a high number of payment channels and mini-
mal fees can have a total fee equal to a node with fewer channels but higher fees.
Therefore, in addition to considering the total channel fees of a node, the average
channel fees (i.e., fees per channel) should also be considered as an effective criterion
for assessing the node’s quality.

It is expected that a Lightning client, after running and receiving the network’s topol-
ogy, provides channel creation and micropayments services. The mentioned criteria for
fulfilling the objectives of new nodes in the Lightning network’s preferential attachment
process can be provided to clients by third-party centers in the network. However, due
to the centralized nature of this approach, it may potentially introduce vulnerability. In
this study, a proposed strategy is presented where a Lightning client can independently
identify suitable nodes for joining, without relying on third-party centers. Therefore, the
use of criteria that require long-term network monitoring is disregarded. These criteria
include (1) the lifespan of network nodes’ channels and (2) the accessibility history of
network nodes. In conclusion, the criteria in Table 1 will be utilized as scoring criteria
for network nodes in the Lightning network.

Page 12 of 33
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Table 1 Proposed lightning nodes quality scoring criteria

Criterion Feature name

Total channel capacity total_capacity
Average channel capacity capacity_per_channel
Number of channels degree

Quality of neighbor nodes eigenvector_centrality
Proximity to payment destination nodes betweenness_centrality
Total channel fee bases total_fee_base
Average channel fee bases fee_base_per_channel
Total channel fee rates total_fee_rate
Average channel fee rates fee_rate_per_channel
Labeling

The Lightning Network data does not consists of labeled qualitative data about nodes.
In fact, the decision to label each node depends on the problem’s content and desired
objective. In the current study, it is necessary to evaluate and label network nodes based
on their quality and reliability in the process of preferential attachment of new nodes
into the network. This labeling should be done considering the nine proposed criteria in
Sect. “Preferential attachment criteria”

Given the large number of nodes in the Lightning Network ( 18,000 nodes), they need
to be divided into groups with common and similar characteristics for batch labeling.
By examining the preferential attachment criteria and examining the characteristics of a
subset of network nodes, it is believed that clustering nodes based on these features may
be possible.

The Lightning Network is composed of multiple and diverse nodes, each engaging in
network activities with a specific goal. For example, some nodes in the Lightning Net-
work aim to generate income from payment fees. These nodes strive to increase their
centrality in the network and have a strong inclination to establish payment channels
with smaller and newer nodes in the network. Additionally, there are some nodes in the
network that host a limited number of payment channels but with very high capacities.
These nodes have set low fee rates for their payment channels but show little interest in
connecting with other nodes.

An example of collective behavior of nodes in the Lightning Network is the Zion Social
Network (Rezvani 2021). Zion is a decentralized social network based on the Lightning
Network that allows its users to engage in content production without the need for a
centralized intermediary and without incurring fees. It provides a social environment
without advertisements, censorship, and surveillance. This social network implements
an economic model based on content payment, creating the necessary incentives for its
users to participate in network activities. Each user in this social network is either an
owner of a Lightning full-node or has rented a Lightning full-node.

By examining the Lightning mainnet, the user nodes and control nodes of the Zion
social network can be identified as distinct star and cluster structures. The components
of this network can be distinguished in the Lightning network by following node aliases
such as “zion-*” or “*-m” for users and control nodes labeled as “Morpheus_1,” “Trin-
ity_17 “Neo_1; “NEO_2; and “ZION_TRINITY_2” Fig. 4 illustrates the placement of
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Fig. 4 Placement of Zion social network nodes in the Lightning network topology. The orange nodes
represent user nodes, and the blue nodes represent control nodes of the Zion network

Table 2 Insights into the preferential attachment criteria for control and user nodes of the Zion

network

Metric Zion control nodes Zion user nodes
total_capacity High 50000 or 70000
capacity_per_channel High 50000 or 70000
degree High 1
eigenvector_centrality - -
betweenness_centrality High 0
total_fee_base 0 0 or 1000
fee_base_per_channel 0 0or 1000
total_fee_rate High Oor1
fee_rate_per_channel High Oor1

some nodes of the Zion social network in the Lightning network’s topology. The orange
nodes represent user nodes, while the blue nodes represent the control nodes of this
network. The number of Zion social network nodes examined in this research within
the Lightning network exceeds 2,000 (equivalent to 12.5% of the network nodes), all of
which are located within the specified topological pattern.

By examining the preferential attachment criteria for Zion network nodes, it is
evident that the control nodes of this network in the Lightning network have high
degrees, high capacities, zero base fees, and non-zero betweenness centrality values.
The user nodes of the Zion network also have degree 1, capacities of either 50,000
satoshis or 70,000 satoshis, zero or 1,000 milli-satoshis base fees, zero or 1 milli-
satoshis fee rates, and zero betweenness centrality values. In other words, all control
nodes of the Zion network exhibit similar criteria values, and the user nodes of this
network follow the same pattern. Table 2 illustrates the derived criteria from the Zion
network nodes. Considering that the social network nodes in the Lightning network
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do not accept any nodes outside the social network and it is not possible to establish
payment channels with any of the Zion nodes, all Zion nodes can be considered as
a negative label in establishing communication channels with new nodes under the
preferential attachment process.

To identify groups and label nodes with similar behaviors, it is necessary to employ
an unsupervised machine learning approach. In this study, after analyzing and trans-
forming node features, we will reduce and make the data dimensions independent,
followed by performing clustering operations. Finally, we will examine the resulting
clusters and assign appropriate labels to each cluster.

Features preparation

The available dataset consists of nine different features with various dimensions and
types. By examining the distribution of these features, it is evident that all of them follow
a skewed distribution. Therefore, to address this issue, a logarithmic transformation will
be applied to the features, transferring them to a new space where the skewness is mini-
mized. After applying the logarithmic transformation to the features, it is necessary to
perform data scaling operations. Given that the distribution of the data properties in this
research deviates from the normal distribution and sometimes exhibits skewed distribu-
tions, the min-max scaling method has been utilized for scaling.

Principal Component Analysis (PCA) is one of the most well-known machine learn-
ing methods for dimensionality reduction and decorrelation of features (Jolliffe 2002).
When the explanatory variables of a phenomenon are correlated with each other, the
presence of redundant information among the variables can introduce complexity in
future analysis and modeling. PCA is a technique that linearly (or nonlinearly in the
case of nonlinear PCA) maps a set of explanatory variables to a set of uncorrelated vari-
ables. The purpose of this mapping is to achieve independence among the explanatory
variables and enable dimensionality reduction of the data. In this study, after the initial
preparation of node features in the network, PCA was employed to eliminate the corre-
lation among the existing variables. Given the small number of data features (9 in total),
dimensionality reduction was not pursued to avoid losing information present in the
variables and to maintain consistency in the performance of the model with this number
of features.

Clustering

After the preparation of features, it is necessary to cluster and identify data groups in the
space of the components generated by PCA analysis. Considering the available data and
their type, rather than aiming to find distinct clusters, the objective is to identify data
aggregation centers to discover similar behavioral patterns. In other words, the purpose
of clustering in this research is to categorize nodes based on their feature patterns for
labeling. Therefore, clustering methods that emphasize cluster independence, such as
agglomerative clustering (Gowda and Krishna 1978), are not desirable. For this purpose,
the unsupervised K-means clustering method has been used (Hartigan and Wong 1979).
This method not only focuses on finding data aggregation centers but also allows control
over the number of clusters.
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Fig. 5 Values of SSE and Silhouette Coefficient for performing clustering using the K-means method with
different numbers of clusters (k) ranging from 2 to 11

To determine the optimal number of clusters, qualitative clustering criteria can
be used. The sum of squared errors (SSE) is an indicator of the total squared Euclid-
ean distance between each point and its nearest cluster centroid. The K-means cluster-
ing method also aims to minimize this value. One method for determining the optimal
number of clusters is finding the knee-point (or elbow-point) in the SSE values plotted
against the number of clusters. It is evident that increasing the number of clusters in the
K-means algorithm will always lead to a decrease in SSE, as a higher number of centroids

reduces the distances between points and their nearest centroids compared to a lower
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Fig. 6 Clusters obtained using the K-means method on the spatial distribution of the three principal
components from PCA analysis
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number of centroids. The desired points on this curve are where the SSE values start
decreasing linearly. Another method for determining the optimal number of clusters is
using the Silhouette Coefficient (Rousseeuw 1987). This coefficient is a value in the range
of [—1, 1] that indicates the quality of the performed clustering; a value of 1 indicates
well-separated clusters, a value of 0 indicates overlapping clusters, and a value of —1
indicates inappropriate clustering.

Figure 5 shows the SSE and Silhouette Coefficient values for clustering performed with
the K-means method using different numbers of clusters (ranging from 2 to 11). The
knee-points in the SSE plot correspond to 3 or 5 clusters, which are consistent with local
maxima in the Silhouette Coefficient plot. Therefore, these numbers of clusters can be
considered as the optimal number of clusters for clustering using the K-means method.
In this research and in this section, the goal of clustering is to create independent groups
for the labeling process. Hence, while a higher number of clusters may lead to similari-
ties between different cluster properties, it will also increase the accuracy of the labeling
process. Based on this, the next local maximum in the Silhouette Coefficient plot, con-
sidering the negligible difference in the coefficient values at this point compared to the
previous values, can be utilized (9 clusters). Figure 6 illustrates the resulting 9 clusters
obtained by applying the K-means method to the spatial distribution of the three princi-
pal components derived from PCA analysis with the highest explained variability.

Qualitative labeling

Figure 7 illustrates clusters of nodes with common characteristics on the Lightning Net-
work. As expected, nodes with similar topological behavior and positions are classified
into similar clusters.

For example, all the user nodes of the Zion network are categorized into clusters num-
ber 2 and 7 (indicated by blue and green nodes in Fig. 7). Additionally, all the control
nodes of the Zion network are placed in cluster number 5. Although, from a topological
perspective, the control nodes of the Zion network have a spatial resemblance to the hub
nodes, such as “ACINQ,” “1 ML.com node ALPHA; “CoinGate,” and “WalletOfSatoshi.
com,” which are located in cluster number 8 (represented by bold nodes in Fig. 7). The
reason behind this lies in the nine selected features during the clustering process, which
includes non-topological properties as well, leading to a proper distinction between
the cluster of Zion network control nodes and the cluster of the Lightning network hub
nodes.

In order to better identify suitable clusters for positive labels (including desirable
conditions for preferential attachment) and negative labels (including undesirable
conditions for preferential attachment), we will investigate the 9-dimensional features
between the clusters. Due to the skewed distribution of these features, we will also
use the “logarithmic mean” measure for comparing them. Table 3 presents these val-
ues for each of the features and each cluster of nodes in the Lightning Network using
a linear binning method with three levels: “low;” “medium,” and “high,” represented by
styles like “bold,” “italics,” and “bolditalics,” respectively. This facilitates distinguish-
ing between different clusters based on the level of their features, making it easier for

labeling purposes.
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Fig. 7 Clusters of groups of nodes with common characteristics on the Lightning Network (results from
Sect.“Clustering”)

Table 3 The logarithmic mean of node features for clusters in the Lightning Network

Metric Cluster0 Cluster1 Cluster2 Cluster3 Cluster4 Cluster5 Cluster6 Cluster7 Cluster8
(Mean Log)

total_ 8.9614 16.2170 11.3402 142657 15.8520 16.8999 13.7407 11.2011 18.8869
capacity

capacity_ 8.2357  14.2473 11.0977 13.2712 13.9965 14.3370 13.0648 11.0613 15.0746
per_chan-

nel

degree 1.1830 271365 0.8448 1.3935 2.0388 2.6779 1.1283 0.7844  3.8415
eigenvec-  1.05e—5 3.89e—3 6.25e—4 1.14e—3 3.57e—3 81le—3 1.40e—3 2.04e—4 1.94e—2
tor_central-

ity

between- 5.40e—5 1.06e—4 5.99e—6 1.17e—4 5.56e—5 5.62e—4 1.45e—5 5.38e—6 1.79e—3
ness_cen-

trality

total_fee_ 0 8.6813 7.1112 0.2083 8.4946 0.3154 7.4847 0.0178 10.2157
base

fee_base_ 0 6.7134 6.8689 0.1387 6.6418 0.1173 6.8093 0.0148 6.4317
per_chan-

nel

total_fee_ 0 23359 09299 1.1562 7.0485 7.4905 1.2265 0.2709 8.6475
rate

fee_rate_ 0 0.8802 0.7790 0.7978 5.2020 4.9666 0.7944 0.2595 4.9002
per_chan-

nel

The levels “low,""medium,”and “high” are represented by styles “bold,"“italics,” and “bolditalics,’ respectively

In the following and during a blacklist policy, we proceed to assign a negative label
to undesirable clusters, assuming initially that all clusters are preferable for prefer-
ential attachment. This policy transforms the preferential attachment process into
a non-discriminatory procedure, increasing the chances for nodes to be selected as
preferential attachment destinations for new nodes in the Lightning network.

As mentioned earlier in this section, nodes in the Zion network are those with a
negative label for preferential attachment; they will only interact within the Zion net-
work and won't establish channels with new nodes in the Lightning Network. Hence,
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Fig. 8 Star-shaped colonies in the Lightning Network, described by clusters 2, 7, and 5, highlighted in black

the user and control clusters of nodes in the Zion network (clusters 2, 7, and 5) are
considered as negative labels. These clusters not only identify social nodes in the Zion
network but also reveal star structures on the network’s periphery, representing iso-
lated colonies - structures with dependent nodes primarily having low-fee payment
channels and hubs (star centers) responsible for supporting the dependent nodes.
These structures resemble patterns observed in the Zion network, indicating a lack
of inclination of these nodes to establish new payment channels with newly joined
anonymous nodes. Examples of these structures can be seen in Fig. 8.

The nodes present in cluster 0 are nodes with a small number of connections at the
network periphery, having low degrees, low capacity, and all with a fee rate of 0. By
examining the placement of these nodes in the network topology, it becomes evident
that they are created with the purpose of establishing private micropayment channels
and personal ownership, as indicated by their limited number of payment channels
and the absence of fees received. This implies their reluctance to actively participate
in the Lightning Network and operate in the shadow. Therefore, these nodes will also
be identified with a negative preferential attachment label. Figure 9 illustrates the
nodes of cluster O at the network periphery (highlighted in black).

After clustering, the number of nodes labeled as positive will be 8906, and the num-
ber of nodes labeled as negative will be 9227.

The scoring model

After labeling the Lightning Network nodes using an unsupervised learning method, the
desirability of selecting each node as a target for the preferential attachment process is
determined. While the desirability has been specified for existing nodes in the network
and for a specific snapshot, the network’s evolving process may cause the node features
to change. Additionally, newly joined nodes in the network can also be involved as target
nodes in the preferential attachment process based on their own features. Hence, there is
a need to design a predictive model for the desirability of preferential attachment based
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Fig. 9 Nodes with a small number of connections in cluster 0 at the network periphery, highlighted in black

on the labels of the current network nodes. This model takes a node with its features as
input and provides the level of desirability for that node as output.

In the current research, the desirability in the preferential attachment process is not
considered as a deterministic element. In other words, when a node intends to join the
Lightning Network, the selection of target nodes to establish payment channels with
them can be determined with a probability coefficient of their desirability. Nodes with
higher desirability will have a higher probability of being selected, while nodes with
lower desirability will have a lower probability. This desirability will be represented by a

continuous score and will not be limited to zero or one.

Model formation and training

In this research, similar to credit-scoring methods used in insurance and banking sys-
tems, the logistic regression model is employed (Cox 1958). Logistic regression (or logit
model) is a model based on the logarithm of odds, which evaluates the probability of a
positive or negative outcome of the dependent variable. Various methods exist for cal-
culating coefficients (8 parameter) in this model, with the most well-known being the
maximum likelihood method.

The logistic regression model is used for modeling data with a categorical dependent
variable. After forming the model and determining the coefficients, new data can be fed
to the model, and after calculating the probability of each outcome by the model, based
on a specified threshold, the classification of each input data can be determined. This
threshold is commonly set to 0.5. Due to the need to determine the desirability values
of nodes in this research, the model will be used to calculate the logit value of the input
nodes. Unlike probability, the logit (e.g., log-odds) can take any real value. This allows
this value to serve as an unscaled score and a selection coefficient in the preferential

attachment process for a node.
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Table 4 Performance evaluation metrics of the logistic-regression model on the test dataset

Accuracy 96.46%
Precision 96.64%
Recall 96.14%
F1-Score 96.39%

To form the logistic regression model, we first randomly select half of the node data
and exclude them from the training process as the test data set. These 50% of the data
will be used as the basis for evaluating the model at the end. The selection of training
data is done randomly but with a stratified strategy. This strategy ensures a similar distri-
bution of labels in both the original data and the selected data.

After selecting the training data, the logistic regression model is learned using the
k-Fold cross-validation method with k = 10. In this process, the model is trained 10
times. The learning process can be summarized in the following steps:

+ Shuffle the data randomly.

+ Divide the data into k = 10 groups, ensuring a similar distribution of labels in the
groups.

« For each data group:

— Select the group as the test data.

— Select the other groups as the training data.

— Form the model on the training data and evaluate the model based on the test
data.

— Keep track of the evaluated performance metric of the model.

« Estimate the overall performance based on the evaluation values of each step.

The evaluated metric during the cross-validation process is Accuracy. This metric indi-
cates the proportion of correctly predicted values relative to the total available data. The
average evaluated Accuracy of the model is 96.40%, with a standard deviation of 0.59%.

The performance evaluation metrics of the model on the test dataset include Accu-
racy, Precision, Recall, and F1-Score. These values can be observed in Table 4.

Scores calculation

By forming the logistic regression model, for each node in the network with specific fea-
tures, the value of logit (logarithm of odds) can be calculated. Assuming we represent
the coefficients of the formed logistic model with the vector 8 = [B,, Bu—1, ..., f1]and the
model’s intercept with By, and let X be the data matrix such that each row contains the
features of a node and the columns represent the features of the nodes (an # x m matrix
where 7 is the number of nodes in the network and m is the number of their features),
we will have:

L=Xp"+po
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Fig. 10 The distribution of computed scores for network nodes for use in the preferential attachment
process

where L is a vector with a length of n and represents the logit values of the network
nodes.

To calculate the final scores of the nodes, it is sufficient to compute the probabilities of
the values in the L vector using the following method:

S L— minn,‘{L};‘=1
i=1L
where the vector S is a vector of length #, indicating the likelihood of each node’s score
relative to the scores of other nodes. The sum of the values in vector S will be equal to 1,
in other words, the computed scores vector of the nodes is a probability vector.

Figure 10 illustrates the distribution of scores for the network nodes. Based on the fea-
tures, clustering has been performed, and a model has been constructed, resulting in a
non-skewed distribution of these scores. These scores will be used as probability coef-
ficients in the process of Lightning Network’s preferential attachment, estimating and
combining the features of each node towards its desirability for preferential attachment.

Empirical experiment

The preferential attachment process used in this research is defined by drawing inspira-

tion from the Albert and Barabadsi (2002) and employing the calculated scores as follows:
“The Lightning Network starts in the initial state so with a total of 19 nodes. At time ¢;,

a node with identifier i is added to the network. This node establishes e; payment chan-

nels with existing nodes. The probability of establishing each of these payment channels

with any of the network nodes is proportional to their scores at time ¢;” In other words:

b =Sj,

where p; represents the probability of establishing a payment channel k with node j in
the network, and S, is the calculated score of node j (Sect. “Scores calculation”) at time
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t;. Additionally, there is a constraint preventing the establishment of duplicate payment
channels when a node joins the network.

The stated preferential attachment process empowers new nodes in the network to
choose the desired number of payment channels they want to establish. From another
perspective, when a new Lightning client node joins the network, it will be provided
with a sorted list of suitable nodes for establishing new payment channels with them.
The scores of nodes are calculated in real-time upon request, and then the client is
presented with a prioritized list of nodes (vector S) with the highest scores. After-
ward, the user can select the desired nodes to create payment channels with and join
the network accordingly. All of these processes can be facilitated by the Lightning
client’s Autopilot module, which, depending on the features provided to the user, can
implicitly or explicitly guide them in selecting suitable targets.

We will then simulate the preferential attachment strategy with calculated scores.
For this purpose, the existing snapshot of the Lightning Network (Sect. “Dataset
description”) is used as the initial state of the network (sp). The simulation process
involves attaching 5000 new nodes to the network. To determine the non-topologi-
cal propertiess of these new nodes and their payment channels upon joining the net-
work, we use the Bootstrapping strategy (Efron and Tibshirani 1994). As mentioned
in previous sections, Lightning Network nodes are grouped with similar behavioral
characteristics; hence, randomly and independently selecting all features for a new
node would be unrealistic. Therefore, Bootstrapping is employed in this simulation
for this purpose. Additionally, using a constant value for the degree of the new nodes
in the network would be unrealistic and would lead to the exclusion of nodes with low
degrees. In general, the simulation process for each step of preferential attachment
can be described as follows:

1. Extract and compute the features of network nodes.

2. Calculate the preferential attachment scores of network nodes using the learning
model.

3. Randomly select a reference node from the network for its features.

4. Based on the number of payment channels of the reference node, choose destination
nodes from the list of network nodes with probabilities based on their scores.

5. Create a new node.

6. For each payment channel of the reference node, create a new payment channel with
each destination node from the new node with the following features:

+ Capacity equal to the capacity of the selected channel of the reference node.

+ Base fee on the side of the new node equal to the base fee of the selected channel
of the reference node.

+ Fee rate on the side of the new node equal to the fee rate of the selected channel of
the reference node.

+ Base fee on the side of the destination node equal to the base fee of a randomly
selected edge from the destination node.

« Fee rate on the side of the destination node equal to the fee rate of the same ran-
domly selected edge from the destination node.
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Table 5 Topological properties of the simulated network

Property Gdegree Gbetweenness Gscore G
Number of Nodes 23133 23133 23133 18133
Number of Channels 123255 128373 120249 76725
Average Degree 10.65 11.09 10.39 8.46
Density 0.00046 0.00047 0.00044 0.00046
Diameter 11 6 8 12
Average Shortest Path 34188 33149 3.6496 3.65
Number of Bridges 10814 10736 1321 8560
Clustering Coefficient 0.1096 0.1650 0.0507 0.1231
Assortativity —0.1824 —0.2445 —0.1302 —0.195
Top 1% Ownership 34.38% 40.08% 26.91% 34.97%
Powerlaw Gamma 2.1545 2.0413 24001 2.26
Gini Coefficient 0.7833 0.8040 0.6330 0.7646

For comparison and evaluation of the results, in addition to performing the simulation
steps for preferential attachment based on the calculated scores in this study, simulations
have been conducted for two other strategies: (1) preferential attachment based on node
degrees, and (2) preferential attachment based on Betweenness centrality. These strate-
gies are among the approaches used in autopilot tools for Lightning clients, which have
been discussed in Sect. “Lightning autopilot” The difference in simulation steps for these
two strategies compared to the described steps lies in step (2) of the preferential attach-
ment simulation process, where the node scores are calculated based on node degrees
according to formula 1 and based on Betweenness centrality according to formula 2.

s . deg;
degree; = ZZ=1 degk (1)

betweenness;

(2)

Shetweenness; —
" > i, betweennessy

Results and discussion

Table 5 illustrates the topological characteristics of the networks resulting from each
of the preferential attachment strategies after attaching 5000 new nodes. The resulting
networks include: Gegre. (preferential attachment based on node degrees), Gpeneenness
(preferential attachment based on Betweenness centrality scores of nodes), and Ggore
(preferential attachment based on the calculated scores of nodes). Additionally, the
Lightning network in its initial state (so) has been examined and denoted as G for feature
comparison.

As evident in Table 5, the network Ggeore exhibits more balanced topological charac-
teristics compared to networks Ggegree and Gpesweenness: as well as the initial network G.
In other words, the network formed using the preferential attachment strategy with cal-
culated scores represents a network with a more homogeneous distribution of degrees
among its nodes, which not only avoids increasing the skewness observed in the initial
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network but also leads to a more decentralized allocation of network resources com-
pared to the current preferential attachment strategies in Lightning’s Autopilot.

As the first investigated property, it should be noted that the value of the Powerlaw
distribution parameter (gamma) in the network G is higher than the initial network
and the other two networks. This signifies an increased steepness in the Powerlaw curve
on the logarithmic axes of the degree distribution, implying a more balanced division
of degrees among the intermediate nodes of the network. Additionally, it is worth men-
tioning that the gamma values in the preferential attachment strategies based on node
degrees and Betweenness centrality not only remain low compared to the original net-
work (which itself possesses a high concentration) but also tend to approach critical val-
ues, i.e., star-like centralized structures. This phenomenon has also been observed and
explained in previous works such as Tsiotas (2020) and Topirceanu et al. (2018).

The examination of other topological properties of the compared networks aligns with
the discovered evidence. The Gini coefficient in the network Ggore is reduced by 17%
compared to the original network G, indicating a more equitable distribution of degrees
among the nodes when employing the preferential attachment strategy based on calcu-
lated scores. In contrast, the other two strategies used in Lightning’s Autopilot result in
a 2.5% increase in the Gini coefficient in the degree-based strategy and a 5% increase in
the Betweenness centrality-based strategy. In other words, the current strategies used
in Lightning’s Autopilot lead to a growing inequality in resource ownership by the hubs.

Furthermore, the investigation of top 1% ownership among the four existing networks
also illustrates a more equitable distribution of degrees in the simulated network using
the proposed strategy in the current research. The degree ownership in the network
Gscore reduces the power of 1% high-degree hubs by 20% compared to G. Conversely, in
the current two strategies of Lightning’s Autopilot, this ownership either increases or
remains unchanged. Figure 11 represents the cumulative percentage of node degrees rel-
ative to the total network degrees for nodes ranked in descending order based on their
degree and for the four examined networks. The decrease in degree ownership by the
hubs is evident in the network simulated with preferential attachment strategy based on
calculated scores.

In further investigations, the number of bridges in the resulting networks using the
mentioned strategies can be highlighted. The increase in the number of network bridges
implies greater vulnerability to targeted attacks, particularly those aimed at payment
channels. The removal of any of the network bridges leads to an increase in network
components and its disconnection, thereby rendering the current Lightning network
more susceptible to attacks or the deactivation and locking of payment channels. The
preferential attachment strategy based on calculated scores notably reduces the num-
ber of network bridges. If nodes with a degree of 1 are not considered, the count of
bridges decreases from 174 in the original network to 13 in the porposed evolved net-
work. Regarding the total count of all network bridges, even with the addition of 5000
new nodes to the network, a reduction of 86% has been observed. This is in contrast
to the current autopilot strategies where the number of bridges is expected to increase
significantly.

Other values of network properties under examination, such as clustering coeffi-
cients or assortativity metrics, signify the moderation of inequalities in the simulated
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Fig. 12 Variations in the number of network components during the process of hub removal across the four
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network using the proposed autopilot strategy in the current research. It is important
to note that although the average shortest paths in the proposed autopilot strategy have
shown a slight increase compared to the two current strategies, this value has remained
unchanged in relation to the average shortest path in the original Lightning network
graph, even with the increase in the number of nodes in the network. In other words,
transitioning to the autopilot strategy using calculated scores for preferential attachment
will not impose considerable cost on the process of multi-path payment routing in the
Lightning network.

In the realm of network resilience against targeted attacks, three distinct attacks have
been conducted on the topology of both simulated networks and the Lightning network.
The first attack involves removing 2500 hubs from the network, prioritizing those with
the highest degree. Figure 12 illustrates the changes in the number of network compo-
nents during the process of hub removal. A resilient network against topological attacks
such as targeted attacks should be able to withstand an increase in its components
during the attack process. Based on the obtained results, the simulated network with
preferential attachment based on calculated scores demonstrated the highest resilience
against targeted attacks on the core hubs compared to other networks. As previously
mentioned, the highest vulnerability in this regard belongs to the evolved network based
on betweenness preferential attachment, although the resilience of the network created
using degree based preferential attachment autopilot strategy also significantly differs
from the proposed strategy in the current study. Another assessable criterion during
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attacks is the ratio of the size of the largest component to the total network size, denoted
as Ng/N. This criterion indicates the strength of the largest network component and its
reduction signifies the weakening of the largest cohesive unit in the network. Figure 13
illustrates the changes in this criterion in the face of targeted attacks for the four existing
networks, confirming previous analyses.

Another targeted attack examined involves targeting nodes with the highest Between-
ness centrality in the network. Figure 14 illustrates the variations in the number of
network components during the process of removing highly central nodes from the
investigated networks, and Fig. 15 shows the changes in the Ng/N value during this
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Fig. 17 Variations in the number of nodes of the largest network component relative to the total number
of network nodes during the process of removing high centrality payment channels from the four examined
networks

attack. In this attack scenario, the network created through the preferential attachment
process based on Betweenness centrality has demonstrated the highest vulnerability.
It’s worth noting that the greater reduction in Ng/N in the main network is due to its
smaller node count compared to the reference networks. In this type of attack as well,
the network formed through the preferential attachment strategy with calculated node
scores has exhibited the most effective resistance strategy.

Another simulated attack on the existing networks involves targeting payment chan-
nels within the Lightning network based on their Betweenness centrality. Betweenness
centrality of a payment channel is the sum of the fraction of all-pairs shortest paths
that pass through that channel. In other words, attacking a payment channel with high
Betweenness centrality would increase the number of intermediate steps for multi-hop
payments or potentially disrupt the network’s connectivity. During the performed attack,
a total of 5000 payment channels were removed from the network in order of their high
centrality. Figures 16 and 17 respectively illustrate the changes in the number of compo-
nents and Ng/N during the targeted attack on the payment channels. The results dem-
onstrate the resilience of the simulated network with the adoption of a preference-based
calculated score against disintegrity during the attack on payment channels.

While targeted attacks are desirable for attackers due to their strategic nature and cost-
effectiveness, examining network resilience against random attacks can also serve as a
benchmark for network evaluation. During the conducted random attack on the examined
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networks, 10,000 nodes were randomly removed from the network. Figures 18 and 19 illus-
trate the variations in the number of components and Ng /N during the process of random
node removal from the four examined networks. Although it is expected that centralized
networks would exhibit greater resistance against random attacks compared to distributed
networks, with an increasing number of nodes removed from the constructed centralized
networks (by preferential attachment using Betweenness centrality and degree centrality),
these networks will also show a high susceptibility to random attacks. This phenomenon
has been investigated in studies such as Crucitti et al. (2003), Bollobés and Riordan (2004),
and Gallos et al. (2005). It should be noted that in the simulated centralized networks, the
distribution of node degrees among the top percentiles is so skewed that even during a
random attack process, the placement of network hubs among the attacked nodes is likely.
The high centrality of these hub nodes in the network leads to significant network degra-
dation upon the removal of any of these hubs, which increases network vulnerability com-
pared to more distributed networks in the face of this type of attack.

Conclusion and future works

The aim of the conducted research has been to propose a strategy for enhancing the evolu-
tion process of the Lightning Network by modifying the criteria of preferential attachment.
This strategy diverges from the current preferential attachment strategies of the Lightning
Network’s autopilot system, which primarily rely on metrics such as node Betweenness
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centrality or their degrees. This departure has been prompted by the observation that the
network tends to centralize over time under the influence of these strategies.

After evaluating the topological characteristics of the Lightning Network, the
shared traits of network nodes were examined. Through an unsupervised process,
node attributes were preprocessed, clustered, and then labeled. This labeling involved
identifying nodes in the network that are suitable for establishing payment channels
with newly onboarded nodes. Subsequently, a supervised process involved the intro-
duction of a logistic regression model to classify network nodes based on the quality
of each node. This calculated score was computed using the logarithm of odds ratios
of features. The resultant calculated score represents the desirability of each node in
the preferential attachment process suggested by the Lightning Autopilot system.

Finally, employing the proposed method, the network’s evolution process was simu-
lated and compared against the current strategies of the Lightning Autopilot system.
The network resulting from the evolution based on the proposed preferential attach-
ment strategy using calculated scores has exhibited topological characteristics closely
resembling those of distributed networks. In comparison to similarly evolved networks
employing current autopilot strategies, this network has demonstrated a significant
redistribution of resources across the network. The Gini coefficient of the network has
shown a reduction of up to 23%, and resources have been redistributed in a manner
that the top 1% of hubs have had their channels reduced by up to 27%. This compar-
ison also revealed the resilience of the resulted network against targeted attacks on
nodes and payment channels, as well as random attacks in a multi-objective context.
The enhanced distribution of the network generated through the proposed preferential
attachment strategy acts as a deterrent or incurs higher costs for attacks such as grief-
ing attacks, time dilation attacks (making eclipse attacks more difficult), route hijack-
ing attack, various topological attacks, and even some privacy attacks.

So far, numerous studies have addressed the critical issue of centralization in the
Lightning Network’s topology. Many of these studies have consistently engaged in
monitoring and analyzing the network’s topology, highlighting its vulnerabilities and
potential susceptibility due to the concentration of network resources. However, it
should be noted that the number of studies proposing solutions or strategies to miti-
gate the concentration of the Lightning Network’s topology is limited. Without close
collaboration between Lightning Network developers and researchers in this field, the
network may soon face serious risks and security threats.

The current research approaches this issue from both heuristic and empirical per-
spectives. Clearly, delving into this matter could also attract attention from an analyt-
ical and proof-based standpoint using network science methodologies. The analytical
proof of the topological characteristics of the network, especially when involving a
machine learning model as a score calculator in the preferential attachment process,
can be a complex endeavor that could be pursued in further stages of this research.

It is anticipated that alternative machine learning methods in the process of clus-
tering and modeling of this research could potentially enhance the results. However,
the primary mission of this study has been to provide a more abstract presentation of
the proposed idea. Future research endeavors could explore other clustering methods
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or different machine learning models, coupled with fine-tuning of parameters and
hyperparameters, aiming to improve performance and enhance the outcomes.
Although the simulation conducted in the current study draws inspiration from the
bootstrapping process, it’s possible to enhance the simulation process by introducing
additional parameters that bring it closer to the real-world network evolution pro-
cess. Moreover, the utilization of specialized Lightning Network simulation tools such
as CLoTH (Conoscenti et al. 2018) can offer a more accurate simulation process along
with a wider range of network attributes, such as payment flows within the network.
The focal point of the current research lies in the presence of the autopilot module in
the Lightning Network. A prospective research proposal in this field could involve the
presentation of methods for decentralizing the Lightning Network without relying on
the autopilot module. Such methods could be based on social manipulation techniques
to alter the incentive patterns of participating nodes in the network. These studies would
need to incorporate methodologies from social and even psychological sciences to pro-
vide structured approaches for manipulating the incentives of network nodes effectively.
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