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Abstract

Many illicit markets are transnational in nature: illicit products are consumed in a
country different from the one in which they were produced. Therefore,
reconstructing the trafficking network and estimating the size of cross-border illicit
flows are crucial steps to gain better understanding of these crimes and to enforce
actions aimed at countering them. In this respect, the present study outlines a
methodology with which to map and size illicit flows and applies it in estimation of
transnational cigarette trafficking flows. The proposed methodology traces each step
in the paths followed by illicit cigarettes flowing from their origin to the final
consumption country and then estimates the quantity of cigarettes moving between
each pair of countries. It exploits data on consumption of illicit cigarettes in 57
countries located in Europe, the Middle East, Central Asia, and North Africa, together
with data on seizure cases and geographical information for 158 countries
worldwide. These data are combined by a function that assigns a likelihood value of
illicit cigarettes being transported between any pair of countries. An algorithm is
then implemented in order to identify the most likely paths from the origin to the
destination country. By merging results for all the different combinations of origins
and destinations, this study estimates the size of all cross-border illicit flows and
reconstructs a dynamic transnational cigarette trafficking network for the period
2008-2017. The results highlight the multifaceted role of countries in the cigarette
trafficking network, the emergence of identifiable cigarette trafficking routes, and the
evolution over time of the structure of this transnational illicit network. Finally, the
paper discusses how the methodology developed could be adapted to the study of
other transnational crimes.

Keywords: Cigarette smuggling, lllicit market, lllicit flows, Network analysis, Network
dynamics

Introduction

Ilicit cigarette trafficking is a global and transnational crime causing substantial losses
in public revenues, undermining the effectiveness of smoking-reduction policies, and
providing financial resources to organized crime and terrorist groups (Joossens et al.
2000; Kulick et al. 2016). It is “perhaps the most widespread [...] sector in the shadow
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economy” (OECD 2016 p. 16). The threatening size of this illicit market calls for deeper
understanding of its actual magnitude and characteristics. However, the paucity of
available data on all dimensions of cigarette trafficking is an impediment to research on
this topic. There are three main aspects that complicate the measurement of cigarette
trafficking activities. The first consists in the illegal nature of this market: criminals
hide their actions to protect their loads and to avoid being identified and prosecuted
(Joossens and Raw 1998; Gallagher et al. 2019). Similarly, smokers purchasing illicit cig-
arettes may be unwilling to reveal information about their deviant behavior during in-
terviews and surveys. Second, the dual nature of cigarette consumption (ie., the
coexistence of a legal and illegal market) causes the illegality of a cigarette to depend
on its supply chain, which complicates the identification of illegal products (Reuter and
Majmundar 2015). Third, the dual market dimension induces public opinion to con-
sider cigarette trafficking as a less significant crime compared to other types of traffick-
ing (e.g. of drugs or firearms) (von Lampe 2002). This creates both scant awareness
among consumers of their illicit conduct, and the existence of a relatively low level of
enforcement, which contributes to the lack of data on law enforcement operations re-
lated to this crime.

Researchers attempting to resolve these issues mostly focus on estimating and analyz-
ing the prevalence of illicit cigarette consumption in certain countries of interest with-
out focusing on the transnational dimension of the market. To the best of our
knowledge, there is no work that attempts to estimate the overall network of illicit
cigarette flows targeting a comprehensive set of destination countries. Yet, including
knowledge on the transnational flows bringing illicit cigarettes to their final destination
markets is crucial to effectively quantify a crime which is primarily transnational. Fo-
cusing on the overall network structure is essential in order to gain a thorough under-
standing of the criminal behavior driving these illicit traffics.

Social network analysis approaches are increasingly used in the study of crime. On
the one hand, this is due to the recognition of the role that connections among individ-
uals or places have in the understanding of criminal behaviors; on the other hand, it is
boosted by the increasing availability of relational data due to new technologies and
new areas of analysis (e.g., cybercrime). For example, social network analysis has been
used to focus on individuals’ connections and communications in order to map and
disrupt criminal networks by identifying the most influential subjects (Calderoni 2014;
Ferrara et al. 2014; Bright 2015; Alzaabi et al. 2015; Taha and Yoo 2016). Similarly, it
has been applied to the countering of frauds and suspicious activities starting from the
analysis of economic transactions or business ownership relations among individuals or
legal entities (Fronzetti Colladon and Remondi 2017). However, most of these applica-
tions focus on micro- or individual-level networks, while only a few studies analyze
criminal connections at the macro-level (Giommoni et al. 2017).

This paper follows this latter strand of research. It contributes to understanding of
the illegal trafficking of cigarettes by modeling transnational cigarette trafficking as a
dynamic, directed and weighted network in which nodes represent countries and links
connecting the nodes are the volumes of illicit cigarettes trafficked between them. We
develop a methodology that first combines evidence on seizure cases and illicit cigarette
consumption to estimate how likely it is for illicit cigarettes of a specific origin to flow
between each pair of countries. Next, we rely on a Yen’s algorithm (Yen 1971) to
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identify the most likely routes taken by illegal cigarettes flowing from their countries of
production to the markets in which they are consumed. We do so by exploiting infor-
mation emerging from the previous step as well as data on geographical distance be-
tween countries. We then redistribute the volume of illicit cigarettes consumed over
the identified paths in proportion to the estimated path-specific likelihood. By aggregat-
ing results for all the different combinations of origins and destinations, we are finally
able to reconstruct the dynamic cigarette trafficking network. The methodology we
propose can potentially be applied in the estimation of trafficking routes of other types
of illicit markets, which would make it possible to overcome the central issue in crim-
inal networks research of reconstructing the network of illegal activities on which data
are not directly available.

The paper is structured as follows. The next section reviews previous studies dealing
with the estimate of trafficking routes of different illicit goods, with a specific focus on
illicit cigarettes, and it then introduces our research questions. The third section dis-
cusses the empirical approach adopted to estimate the network of transnational illicit
cigarette flows, presenting the data used in the methodology and the different steps for
the network reconstruction. The fourth section outlines the main results: transnational
cigarette trafficking is truly global, and it rapidly changes. The final section discusses
limits and potential of the proposed estimation approach before concluding.

Background

In the extant literature, the cigarette trafficking debate mainly focuses on measuring
the illicit cigarette markets at the country level rather than on the estimation of trans-
national illicit flows. While there are some studies that in fact deal with the investiga-
tion of trafficking connections between countries (e.g., Joossens and Raw 1998; Mackay
and Eriksen 2002; Yiirekli and Sayginsoy 2010; Allen 2011), all these analyses focus on
a limited set of trafficking relationships and none of them attempts to provide a picture
of the overall trafficking network. Furthermore, most of the previous studies adopt a
national or regional—especially European Union—perspective, overlooking the existing
connections among different regions. In the same vein, etiological studies mostly inves-
tigate the determinants of the size of illicit cigarette markets or the reasons why certain
countries are primary producers or consumers of illicit cigarettes, rather than the
drivers of cigarette trafficking routes. In network terms, this means that existing studies
provide estimates at the node level or consider only a few dyadic relationships; but no
comprehensive estimates on the relational aspects in the network are produced, even
though the transnational nature of cigarette trafficking is widely acknowledged (see, for
example, Interpol 2014). Indeed, in the overwhelming majority of cases, illicit cigarettes
are smoked in a country different from the one in which they were produced.

The transnational dimension of cigarette trafficking is not an anomaly in the illicit
markets domain. Most illicit markets are transnational in nature, meaning that they are
operated and/or planned in more than one country, or they are operated in one coun-
try but have substantial effects in another, or they are operated in one country but in-
volve an organized criminal group in another one (Interpol 2014). Previous works have
sought to estimate the routes used by traffickers in different types of illicit markets, in-
cluding counterfeits (e.g., OECD, EUIPO 2017), human smuggling (e.g., Tinti 2017),
trafficking in radiological and nuclear material (e.g., Sin and Boyd 2016), and drug
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trafficking, which includes the largest body of studies (e.g., Boivin 2014; Chandra and
Joba 2015; Giommoni et al. 2017; Chandra et al. 2017). However, none of these studies
has proposed a systematic method to estimate transnational trafficking routes that
could also be applied to illicit cigarette flows, since most of these works exploit specific
aspects of the good being trafficked in the estimation methodology. In the case of drug
trafficking, for example, studies mapping trafficking routes mainly rely on data on drug
seizures, drug consumption and prices, interviews, and geographical dimensions. Com-
pared to trafficking in illicit cigarettes, there is a clearer distinction between countries
involved in drug trafficking as points of origin or destination markets for the drugs.
This makes it possible to infer a priori the direction of trafficking flows on the basis of
drug prices, thus deriving a network that does not allow for the existence of bi-
directional flows. The assumption that each pair of countries is not involved in bi-
directional flows cannot be applied to cigarette trafficking, which comprises the con-
sumption of different types of illicit products with different across-country price differ-
entials, causing the distinction between origin and destination countries to be
dependent on the type of trafficked cigarette. Moreover, some studies focusing on the
estimation of trafficking routes exploit known determinants of the trafficking of that
specific good to estimate the trafficking network. However, this approach requires reli-
ance on specific assumptions concerning the factors that affect the volume of illicit
goods being trafficked to estimate the trafficking network.

As already noted, studies that attempt to describe cigarette smuggling routes provide
only some partial or local estimates of these routes, primarily due to data limitations.
Joossens and Raw (1998) reconstruct three cigarette smuggling routes in Europe on the
basis of newspaper articles and official EU documentation. Mackay and Eriksen (2002)
provide a map of some worldwide cigarette trafficking routes, but their estimates are
based on data collected prior to 2000 and include only few known routes. Yiirekli and
Sayginsoy (2010) estimate worldwide smuggling routes by considering some variables
identifying smuggling incentives, such as price disparities and corruption levels. They
also rely on data on legal exports and imports to identify the major hub/transit coun-
tries in each region. Then, they run a simulation analysis to evaluate how changing
some variables affects the estimates of smuggling routes. However, their analysis bases
the estimation of trafficking routes on some variables that are hypothesized to be
drivers of cigarette smuggling, rather than on actual available evidence of cigarettes fol-
lowing a specific route. Finally, Allen (2011) presents a map of the main smuggling
routes for brands consumed in the Southern Africa region. Overall, previous studies
have only provided a partial picture of the cigarette trafficking phenomenon and most
of them are fairly outdated, especially considering the economic, legislative, and polit-
ical factors that have affected the cigarette market in recent years.

In order to fill the gap in the research on transnational cigarette trafficking, we
present a methodology to estimate the entire cigarette trafficking network describing
the illicit flows of cigarettes consumed in 57 major destination countries. Besides going
beyond the regional perspective, estimates are also longitudinal because they cover a
10-year time span, thus making it possible to explore the evolution of cigarette traffick-
ing over time. Compared to the majority of studies attempting to estimate trafficking
routes, we develop a methodology that does not exploit data on the structural determi-

nants of cigarette trafficking (e.g., number of consumers, price incentives, corruption
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level). In this way, determinants could be exploited as etiological explanations for the
structure of the network, thus making it possible to assess different theories of crime.
The proposed methodology could also be applied in the estimation of the network of
other types of illicit flows because it does not rely on any cigarette-specific assumption.
In addition, assuming the availability of data on illicit cigarette consumption for all the
countries of the world, the methodology could be applied to extend the analysis to esti-
mation of the global network of cigarette trafficking.

Given these premises, we address the following research questions:

1. What is the structure of the cigarette trafficking network related to illicit cigarette
flows destined to be consumed in 57 countries located in Europe, the Middle East,
Central Asia, and North Africa?

2. Is there an evolution over time in the structure of this cigarette trafficking

network?

The next section outlines the data and the different methodological steps employed
to answer these questions.

Data and methodology

To derive the dynamic, directed and weighted network of transnational cigarette traf-
ficking, this study relies on a three-step methodology that exploits data on a compre-
hensive sample of seizure cases, illicit cigarette consumption data, and geographic
information. The first step uses an econometric model to combine data on illicit
cigarette consumption and seizure cases and to compute the weights of ‘origin-specific’
likelihood networks, i.e. networks in which links represent the likelihood of movements
of illicit cigarettes from a given origin." The second step relies on Yen’s algorithm (Yen
1971) to search for the paths with highest likelihood from each origin country to each
destination country. It exploits information emerging from the first step together with
data on geographical distance between countries. As cigarette traffickers utilize multiple
pathways to reach a final market, Yen’s (1971) approach emerges as an efficient method
for introducing, and accounting for, that uncertainty. Then, the volume of illicit ciga-
rettes consumed is redistributed over the identified paths in proportion to the esti-
mated paths-specific likelihood. The third and last step assembles all the derived
trafficking networks by summing up the volumes of illicit cigarettes of different origin
flowing through the same link, thus reconstructing the aggregate transnational cigarette
trafficking network for each year in the 2008-2017 period. The next section describes
the employed data; the following one details the three-step methodology.

Data
The proposed methodology relies on different variables that can be ascribed to three

categories: illicit consumption, seizure cases, and geographical information (see
Table 1).

"It should be specified that the term “likelihood” does not make any direct reference to maximum likelihood
estimation methodologies. It instead refers to the concept of an action, state or event being likely.
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Table 1 Description of the data used to estimate the transnational cigarette trafficking network,

2008-2017
Variable Source Mean St. Dev.  Min Max N
Illicit cigarette  Authors' elaborations  67.8 mn 3486 mn 1530 Spanish illicit 88 bn Polish illicit 9059
consumption  of EPS and legal sticks sticks smoked in sticks smoked in
registered production Bulgaria in 2015 Germany in 2013
data
‘Unknown- Authors' data 9.6 mn sticks 589 mn 60 sticks seized in 1.6 bn sticks seized 930
origin’ collection from 2010 while flowing  in 2017 while flowing
seizures open sources from North from Tunisia to Libya
Macedonia to
Bulgaria
‘Known-origin’  Authors’ data 7.0 mn sticks 523 mn 120 Greek sticks 1.2 bn Chinese sticks 584
seizures collection from seized in 2017 while  seized in 2011 while
open sources flowing from Greece flowing from the
to North Macedonia  Netherlands to
Germany
Geographical ~ Mayer and 8430.2 km 4663.6 72.7 km between 19,781 km between 47,742
distance Zignago 2011 km Israel and Palestine  Taiwan and Paraguay

Note: for illicit consumption and seizure data, descriptive statistics exclude all the 0 values, which were attributed to
observations with no estimated illicit consumption or no evidence of seizure

Illicit consumption

The consumption of illicit cigarettes in 57 countries located in Europe, North Africa,
the Middle East, and Central Asia has been estimated for each year in the time span
2008-2017 (see the Supplementary material for the full list of these 57 countries). The
estimation of illicit cigarette consumption relies on a methodology that combines infor-
mation on legal registered production®—providing the overall number of cigarettes
sold—and data from Empty Pack Surveys (EPSs)>—providing evidence of the consump-
tion of cigarettes in each country—previously developed and refined by KPMG (2018),
and Aziani et al. (2020). EPSs are an unobtrusive method with which to gather data on
illicit cigarette consumption since they do not require the direct cooperation of
smokers, thus avoiding the risk of being affected by under-reporting and social desir-
ability biases (Webb et al. 1966; Merriman 2010; Reuter and Majmundar 2015). EPS
data yield a picture of illicit cigarette consumption that is both geographically broad
and easily comparable across different countries. By merging information on volumes
and origin of the consumed cigarettes in each country, the methodology makes it pos-
sible to obtain country-specific time series data of the volume of illicit cigarettes
smoked by country of origin of the cigarette.

Seizure cases
Seizure data cover the years 2008—2017 and were obtained through a comprehensive
collection of a sample of seizure cases retrieved from online press articles and press

Data on the legal registered production in the 57 countries of interest were retrieved from the European
Commission (2018) for the EU 28 Member States, and provided by tobacco manufacturers for other
countries.

®EPSs consist in collecting discarded cigarette packs from public trash receptacles of from the streets to
acquire physical evidence of consumption patterns within a country. Once collected, researchers record the
features of the packs (e.g., the brand, the presence and nature of tax stamps), thus identifying the market for
which the pack was originally intended and whether it is a genuine brand or a counterfeit (Calderoni 2014;
Aziani et al. 2017). EPS and legal registered production data have been transmitted to the authors in the
framework of the NEXUS project (2019), which has received funding from PMI Impact, a global grant
initiative by Philip Morris International to support projects dedicated to fighting illegal trade and related
crimes. PMI Impact did not fund this paper, had no role in its writing, and did not exercise any editorial
control.
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releases of national law enforcement and custom agencies, where the inclusion criterion
was the reference to one of the 57 countries for which consumption data are available.
The identification of relevant articles relied on the application of the following query:

(seizure OR seized) AND (tobacco OR cigarette) AND (smuggling OR trafficking OR
contraband OR counterfeit OR “smuggled cigarette” OR “smuggled tobacco” OR
illicit trade)

The query was translated into all the official languages of each EU country and into
Arabic, Belarussian, Russian, Serbian, Turkish, and Ukrainian. The query was then run
in two news repositories: LexisNexis* and ProQuest.> We then removed duplicate arti-
cles and distinct articles which were evidently referring to the same seizure case. Fi-
nally, we scanned the websites of different national and international law-enforcement
agencies to look for the availability of press releases and/or annual reports that might
contain information on seizure cases not reported by the news, and we added these
additional cases to the database.

The data collection was implemented with the aim of obtaining a large sample of all
seizures carried out by law enforcement and custom authorities in the area of interest.
For each news item reporting evidence of a transnational seizure case, we coded details
on the origin country of the illicit cigarettes seized (when available), the countries from
which cigarettes were outflowing and to which they were inflowing, the year of the seiz-
ure, the type of product (i.e. boxed cigarettes or other tobacco products),’ and the vol-
ume seized. Seizure cases not referring to transnational trafficking were excluded from
the analysis. The final database comprised 2496 relevant seizure cases referring to 491
transnational links connecting 96 countries worldwide.

For the purpose of the network reconstruction, seizure data can be divided into two
categories: ‘unknown-origin’ seizures and ‘known-origin’ seizures. ‘Unknown-origin’ sei-
zures were retrieved from news items that reported only the information on the coun-
tries from and to which the cigarettes were flowing (the ‘outflowing country’ and the
‘inflowing country’, respectively). ‘Known-origin’ seizures, on the other hand, refer to
seizure cases for which the news item reported both information on the outflowing and
inflowing countries, in addition to details on the country of origin of the illicit ciga-
rettes confiscated (see Table 2).

Seizure cases are the data most commonly employed to estimate trafficking activities
as they provide a direct and transparent measure of different dimensions (e.g., quantity,
type of product) of trafficking (Boivin 2011). However, as it will be thoroughly ex-
plained in the Discussion and conclusions section, the use of seizure data as an evidence
of trafficking flows entails some potential biases. In particular, detected seizures provide
a picture of trafficking flows that might be biased by the action of law enforcement
agencies, and in turn collected news items on seizure cases might also be biased due to
uneven media coverage of seizure cases and to possible imbalances in the collection of
available articles. Nonetheless, given the general lack of information on trafficking

4hL‘tps://wwvwv.leacisnexis.com/en»us/gatewzzy.page.

Shttp://www.proquest.com.

To improve the size of the collected sample of seizure cases, seizure of tobacco products other than boxed
cigarettes were also included and their volume (expressed as weight) was converted into cigarette sticks.
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Table 2 Example of seizure data structure

Seizure type Origin country  From (outflowing) To (inflowing) Year Product type Volume (sticks)
Unknown-origin - Not available ~ ESP FRA 2011 Boxed cigarettes 134,000
Known-origin BLR POL DEU 2014 Boxed cigarettes 23,000

activities, seizure data tend to be considered as the less unsatisfactory source of infor-
mation available (Boivin 2011; UNODC 2015).

Geographical information

Geographical information consists of a variable reporting the geographical distance be-
tween two countries. This variable is obtained by computing the weighted distance be-
tween the largest cities of any two countries, employing as weights the share of the city
in the overall country’s population (Mayer and Zignago 2011). This is a way to approxi-
mate the distance that illicit cigarettes need to cover to move between different coun-
tries, given that information on the specific locations from and to which illicit
cigarettes flow is rarely available. Authors investigating the transnational trafficking
networks of different illegal drugs have relied on this proxy as well (e.g., Berlusconi
et al. 2017; Giommoni et al. 2017; Aziani et al. 2019a). A possible drawback of this
measure is that it does not account for the presence of transportation networks that
may facilitate the transnational exchange of goods. While for the methodology that we
propose the goal was to include a straightforward measure of geographical convenience,
as will be presented in step 2 of the methodology, future extensions might be consid-
ered to build a more comprehensive indicator of geographical convenience by including
further dimensions of transnational distance.

Network construction

Ilicit cigarettes originate in many different countries around the world. For instance, in
the Netherlands, data on illicit cigarette consumption show that smokers consume
illicit cigarettes produced in as many as 82 different countries. Therefore, the volume
of illicit cigarettes trafficked from country i to country j consists of cigarettes originat-
ing in O different countries, of which one is country i itself, while i may also act as
transit country for the cigarettes flowing from the remaining O — 1 countries of origin.”
The structure of these trafficking networks varies depending on the origin o of the illicit

“llicit cigarettes produced and consumed in the same country are excluded from the computation since they
fall outside the scope of this study, which specifically focuses on transnational trafficking. Illicit cigarettes
produced and consumed in the same country nonetheless constitute only a very residual part of the illicit
factory-made cigarette market in the countries considered, as empirically observed by several studies (e.g.,
Transcrime 2016; KPMG 2018). Indeed, due to the modi operandi behind cigarette trafficking, which has pre-
dominantly a transnational dimension, trafficked cigarettes do not end up being consumed in the same coun-
try where they have been produced after leaving it (von Lampe 2011; Reuter and Majmundar 2015). The
contraband of genuine factory-made cigarettes involves cigarettes intended for legal consumption either being
diverted toward the black market of a different country—especially while ‘in transit'—(i.e., large-scale smug-
gling) or smuggled by networks of loosely affiliated criminals from lower-tax to higher-tax regimes after being
fully taxed (i.e., bootlegging) (Joossens et al. 2000; Reuter and Majmundar 2015). The production of counter-
feits has been observed in few of the 57 considered countries (Aziani and Dugato 2019), China being by far
the largest producer of counterfeits in the world (Swami et al. 2009; Shen et al. 2010). Therefore, also the
trafficking of these cigarettes has predominantly a transnational dimension, at least in the countries consid-
ered. Finally, illicit whites are factory-made cigarettes that are legally produced by registered enterprises but
intended for the illicit market usually outside the jurisdiction where the cigarettes are manufactured (Reuter
and Majmundar 2015; Ross et al. 2015).
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cigarettes; for example, it might be that traffickers move Korean cigarettes from Libya
to Italy, but do not exploit the same path to smuggle Slovenian cigarettes. Accordingly,
we model transnational cigarette trafficking as a combination of O ‘origin-specific’ traf-
ficking networks, one for each possible country of origin of the illicit cigarettes. In each
of these networks nodes represent countries and the links connecting the nodes are the
volumes of illicit cigarettes trafficked between them. Each ‘origin-specific’ trafficking
network can be represented by the following matrix:

0 0
Wi ... Wi,
We=1| .. .. .. (1)
0 0
Wop e W,

where wy; is the volume of illicit cigarettes of origin o flowing from i to j, and i ={1, ...,
n}, j={1,...,n}. Here, i is defined as the ‘outflowing’ country and j is the ‘inflowing’
country. In this matrix, the w{, element is always 0 since self-loops are not allowed in
consideration of the fact that our focus is transnational trafficking and that the very
great majority of illicit cigarettes consumed in each country come from abroad.

Given that the final aggregate cigarette trafficking network is the sum of all the ‘ori-
gin-specific’ trafficking networks, it can be represented by a set C=(V,E), such that
V={vy, vs, ..., v} are the country nodes, and E = {(i, j))} denotes network links (or edges).
Each link (i, ) has a weight e; resulting from the sum of the weights of all the ‘origin-
specific’ trafficking networks, i.e.:

(0]
€j = Zo:lwg (2)

where 0=1, ..., O are all the possible countries of origin of illicit cigarettes (see Fig. 1).
e; quantifies the aggregate volume of cigarettes trafficked from country i to j. Hence,
the aggregate cigarette trafficking network can be represented by the following network

matrix:

where, as in (1), the e; element is always 0.

Fig. 1 Link weight example. Note: In this toy example, e; (the weight of link (i, j)) is the sum of the weights
of three ‘origin-specific’ trafficking networks: w; (in pink), wfj' (in yellow), and wfj" (in green)
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The resulting aggregate trafficking network represents the trafficking relationships
exploited by criminals to smuggle cigarettes consumed in 57 countries located in
Europe, the Middle East, Central Asia, and North Africa. This geographical scope in-
cludes all the major markets of illicit cigarettes consumption in the European area and
in neighboring regions. To reach their final destinations, illicit cigarettes originating in
128 different countries travel through countries other than these 57 final markets, thus
resulting in a network involving in total 158 countries. The aggregate cigarette traffick-
ing network is both weighted and directed. Accounting for the direction of trafficking
relationships is fundamental in order to analyze cigarette trafficking. Indeed, geograph-
ical, political, and socioeconomic factors (including but not limited to the characteris-
tics of the legal cigarette market) cause some countries to be key producers of illicit
cigarettes—i.e., Belarus—, while some others are mainly or only destination markets for
these products—i.e., Norway. The network is also weighted as the estimated flows re-
flect the volumes of illicit cigarette consumption that vary considerably across coun-
tries. Moreover, the estimated network is dynamic, since available data enable the
construction of ten different networks, one for each year ¢ in the time span 2008-2017.

The proposed methodology can be divided into three sequential steps: (1) building
the weights of ‘origin-specific’ likelihood networks; (2) deriving ‘origin-specific’ trafficking
networks; (3) reconstructing the aggregate trafficking network. For better understanding
of the process, a summary of the 3-step methodology is presented in Fig. 2.

As stated, the final goal of the methodology is to derive the aggregate cigarette traf-
ficking network, i.e. to derive the values that populate the matrix in (3). The aggregate
cigarette trafficking network combines all the ‘origin-specific’ trafficking networks by
summing the volumes of illicit cigarettes of different origins flowing through each (i, )
link, as described in (2). This will be detailed in Step 3 of the methodology, “Recon-
structing the aggregate trafficking network”. Hence, we first need to derive the matrix
in (1) for all possible countries of origin. In order to do this, we rely on Yen’s algorithm
(Yen 1971) to search for the most likely paths connecting each country of origin of
illicit cigarettes o to their final country of destination d. The combination of EPSs and
cigarettes release for consumption data provide information on the volume of illicit cig-
arettes smoked in each country (the destination country d) by their country of origin o.
These volumes are redistributed along the identified paths in proportion to the

g O g © @/ © g o

Step 1: Building the weights of Step 2: Deriving ‘origin-specific’ trafficking Step 3: Reconstructing the
‘origin-specific' likelihood networks. aggregate trafficking network.
The first step entails the estimation of link The second step involves the identification of the The third step combines all the
weights in ‘origin-specific’ likelihood networks most likely paths between the origins (j and k in ‘origin-specific’ trafficking networks by
(the networks specific to origin country j and k in this example, depicted respectively in pink and summing up the volumes of illicit
this toy example), representing how likely it is for green) and the destination countries (d, e and g cigarettes of different origins flowing
cigarettes of that origin to flow through each link. in this example, depicted in grey) on the basis of through each link, thus deriving the

the weights estimated in Step 1 and of aggregate cigarette trafficking network.
geographical distance, and the redistribution of
illicit consumption volumes in proportion to such
variables.

Fig. 2 The proposed three-step methodology
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computed likelihood of cigarettes flowing through them. Then, each path is decom-
posed into its (i, /) steps, and trafficked volumes are summed for each (i, /) link used in
multiple paths, thus deriving wj,. This procedure is Step 2 of the Methodology, “Deriv-
ing ‘origin-specific’ trafficking networks”. To allow Yen’s algorithm (Yen 1971) to search
for the most likely paths, we need to build a ‘origin-specific’ likelihood network, where
the weight of each link represents how likely it is for illicit cigarettes of a specific origin
to travel through it. The estimation of these origin-specific likelihood networks consti-
tutes Step 1 of the methodology, which we present in the next subsection.

Building the weights of ‘origin-specific’ likelihood networks

To search for the most likely paths from the country of origin of illicit cigarettes to
their final destination country, we first need to determine the relative likelihood of each
directed link, i.e. how “plausible” it is for illicit cigarettes to travel from country i to
country j. We refer to this likelihood as l; To estimate this value, we rely on available
variables that provide hints that illicit cigarettes are flowing between two countries or
being consumed in a specific country: cigarette seizures and consumption of illicit ciga-
rettes. In particular, seizure cases provide direct evidence of the existence of trafficking
between two considered countries (Boivin 2014; Giommoni et al. 2017). Similarly, the
registered consumption of illicit cigarettes in a specific country testifies that those ciga-
rettes do actually flow through that country. We assume that countries consuming a
larger amount of illicit cigarettes of a certain origin are also more likely to be transits
for cigarettes of the same origin. Indeed, previous studies have observed strong similar-
ity in the rate of consumption of illicit cigarettes in neighboring countries (Calderoni
et al. 2017), and EPS data highlight also the existence of geographical clusters with re-
spect to the origin of illicit cigarettes consumed (e.g., see Fig. 3). This suggests the pres-
ence of “spillover effects” in the route chosen by traffickers to ship illicit cigarettes to a
certain final destination.

Two types of data on seizures are available—i.e., seizures of cigarettes of ‘known-ori-
gin’ and ‘unknown-origin'—depending on the capacity of law enforcement and custom
agents to identify the actual country of origin of the cigarettes. ‘Known-origin’ seizure
cases provide information on the likelihood of link (i, j),, being used to transfer ciga-
rettes of origin o in year £ indeed, ‘known-origin’ seizure data give evidence on the out-
flowing and inflowing countries but also on the origin of cigarettes being shipped in a
specific year. However, ‘known-origin’ seizures do not provide full information on all
paths used; they refer only to specific links. Moreover, they constitute only a fraction
(approximately 38%) of the total amount of data collected on seizures, and relying on
this data alone to guide the mapping of illicit cigarette flows would result in the waste
of information provided by ‘unknown-origin’ seizures (see Fig. 4). Hence, we exploit
the correlation between ‘known-origin’ seizures and the other two variables—‘un-
known-origin’ seizures and consumption—to model the likelihood of illicit cigarettes
flowing through links for which we do not have available evidence of trafficking. The
idea is to assess how well ‘unknown-origin’ seizures and consumption data explain the
volume of ‘known-origin’ cigarettes detected at a particular link in the network, and ex-
ploit this information to build the weights of ‘origin-specific’ likelihood networks.
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Fig. 3 Consumption of illicit cigarettes originating in Belarus, 2017

Technically, let us consider link (i, /), that is, the directed link between country i
and country j in the network of illicit cigarettes with origin o in year . For the reasons
outlined above, the likelihood of this link, l?/p can be modelled as a function of seizure

and consumption:

Li=1 (seizije, consye) (4)
where seiz;;, is the volume of ‘unknown-origin’ illicit cigarettes seized in year ¢ while
they were being transferred from country i to country j, and cons,, is the volume of
illicit cigarettes of origin o consumed in country j in year ¢. The variable seiz;;, provides
evidence on the extent of cigarette trafficking from i to j, although no information is
available on the origin of these cigarettes, while cons,;, indicates the amount of ciga-
rettes originating in o that reached country j to be smoked there.

We now rely on an econometric approach to find the structure of the function f in
(4). We exploit ‘known-origin’ seizures as the dependent variable in a linear regression
model where ‘unknown-origin’ seizures and consumption are the independent variables
to assess how well these last two items of information explain the volume of ‘known-
origin’ illicit cigarettes seized, and thus estimate the function expressed in (4). We then
use the information on the explanatory power of ‘unknown-origin’ seizures and con-

0

sumption to build the likelihood values /j;. In technical terms, we run the following Or-

dinary Least Squares (OLS) regression model:
In (seizijor) = By + By - In (seizje) + B, - In (comsye) + @ + €jor (5)

where, besides the variables already introduced, seiz;o, is the volume of ‘known-origin’
illicit cigarettes of origin o seized in year ¢ while they were being transferred from
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Fig. 4 Example of data on seizure cases. Note: This toy example depicts a possible availability of data on
'known-origin’ seizures (in green, with i as origin country) and ‘unknown-origin’ seizures (in grey). ‘Known-
origin’ seizure cases have occurred along three links. ‘Unknown-origin’ seizure cases have occurred along
two links. Arrow thickness represents the volume seized

country i to country j, f3 is the intercept, 5 is the coefficient representing the relative
impact of ‘unknown-origin’ seizures in explaining the volume of ‘known-origin’ sei-
zures, f3, is the coefficient representing the relative impact of consumption in explain-
ing the volume of ‘known-origin’ seizures, «, is the unobserved time-invariant origin
country fixed effect, and g, is the error term.

Variables are inserted in the model after a natural logarithmic transformation to ap-
proximate the skewed distribution of seizure and illicit consumption data better to the
normal one. The choice of relying on a OLS regression model ensues from three main
reasons: first, the data available satisfy all the assumptions of OLS regression models
(e.g., see Fig. 5 for a post-estimation diagnostics showing no major deviations of the
distribution of residuals from a normal one). Second, OLS models allow for more

Normal F[(r-m)/s]
0.50 0.75 1.00
1 | )

0.25
|

0.00

0.00 0.25 0.50 1.00
Empirical P[i] = il(N+1)

Fig. 5 Standardized normal probability plot comparing the distribution of residuals to a normal distribution
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parsimonious though less accurate specifications, which is a preferred choice given the
possible imprecisions linked to seizure data. Third, an OLS regression permits the in-
clusion of country-specific fixed effects in the model. The insertion of country-specific
fixed effects makes it possible to control for any biases in the consumption and seizure
information collected, while estimating a sufficiently parsimonious model. Biases may
be present also at the link level, but the addition of controls at link level would be
particularly data-intensive. Moreover, the data collection is unlikely to introduce major
biases at link-level, as it is conducted at country-level, and previous studies in the field
of drug trafficking have argued that major differences in the effectiveness of law
enforcement are unlikely with respect to different links involving the same country
(Berlusconi et al. 2017; Giommoni et al. 2017).

The estimated coefficients /)?1 and ﬁAz are employed to construct the link likelihood
values (the ones exploited to guide the algorithm searching for plausible paths) of ‘ori-
gin-specific’ likelihood networks. More specifically, the results show that the estimated
impact of ‘unknown-origin’ seizures in explaining the volume of ‘known-origin’ illicit
cigarettes seized is approximately twice the impact of consumption (see Table 3). Both
of the estimated coefficients are statistically significant: seizure cases at the 0.1% level,

illicit consumption at the 1% level. The estimated relative coefficients of ‘unknown-ori-

— 0.078
~ 0.078+0.036

gin’ seizures and illicit consumption are extrapolated to estimate [, as [j;
seizyy + % - cons,j;. In fact, our concern is not to forecast the volume of ‘known-
origin’ seizures related to links for which we do not available data on this type of sei-
zures, but to estimate the likelihood of a given connection being used to traffic ciga-
rettes given the known values of consumption and ‘unknown-origin’ seizures in the two
countries.

As a result of this second step, the estimate value of lfjt is assigned to the various (i,

J)o¢ links to build the ‘origin-specific’ likelihood networks on which Yen’s algorithm runs,
as explained in the next subsection.

Deriving ‘origin-specific’ trafficking networks

The second step of the methodology relies on Yen’s algorithm (Yen 1971) to determine
the most likely paths from the country of origin of the illicit cigarettes to their final
destination country. It does so by exploiting evidence on consumption and seizures of

Table 3 OLS regression results

In(known-origin’ seizures)

In('unknown-origin’ seizures) 0.078
(0.014)***

In(illicit consumption) 0.036
(0.014)**

Intercept 9.996
(0.864)***

Origin country FE Yes

R 047

N 584

Notes: Standard errors reported in parentheses. ***, ** and * indicate that the estimated coefficient is statistically
significant at the 0.1, 1, and 5% level, respectively
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cigarettes and considering also the geographic distance between countries. This step of
the methodology resembles the procedure proposed by Sin and Boyd (2016) to discover
potential routes of trafficking in radiological and nuclear materials. Sin and Boyd’s pro-
cedure (Sin and Boyd 2016) uses Dijkstra’s algorithm (Dijkstra 1959) to identify paths
that minimize the cost for the trafficker or, in other words, maximize the trafficker’s
chances of success. We choose instead to rely on Yen’s algorithm (Yen 1971) so that
we can retrieve not only the most efficient path, but the k most efficient—shortest, in
Yen’s terminology—paths between every pair of nodes. Information provided by seizure
cases indicate, in fact, that traffickers are likely to use more than one path to ship illicit
cigarettes from the origin to the destination country. Yen’s algorithm performs the
search in all the ‘origin-specific’ likelihood networks constructed by exploiting the
weights derived in the previous step. Then, to identify paths that converge on the actual
final destination d where illicit cigarettes are smoked, the algorithm replicates the
search in a second network in which weights are given by the geographical distance be-
tween countries. Results from the two types of networks are then merged to obtain a
single list of the most likely paths used to traffic illicit cigarettes of a specific origin.

The ‘origin-specific’ likelihood networks on which the algorithm performs its search
are built as follows. First, a directed link is established between each pair of countries if
at least one of the following two conditions applies: (1) the two countries share a land
border or (2) there is evidence of a seizure case between the two countries in any year
included in the analysis (2008—2017). Second, the networks are weighted by assigning
the likelihood value [, to each established link. The likelihood value /7, has been com-
puted in the previous step relying on information on cigarette consumption and sei-
zures. As consumption values vary on the basis of the ‘origin country’-‘inflowing
country’ (o, j) pair and seizure values differ for each ‘outflowing country’-‘inflowing
country’ pair (i, j), this weighting procedure results in the creation of multiple ‘origin-
specific’ likelihood networks (on average n, =920 per year) that differ according to the
country of origin of the illicit cigarettes. Finally, Yen’s algorithm (Yen 1971) is run over
these networks to find the k most likely paths from the origin node to the destination
node.’

Yen’s algorithm relies on Dijkstra’s algorithm (Dijkstra 1959) to find the most likely
path between two nodes,'® and then exploits an iterative process to remove paths that
have already been explored and find the other k-1 most likely paths. A priori, we do
not know how many paths traffickers use to ship illicit cigarettes from the country of
production to the destination. We thus run the algorithm for k=100 and look at the
stored likelihood values for each path identified. It emerges that some of the retrieved

8By “a seizure case between the two countries” we mean that an illegal shipment has been intercepted while
it was being moved from country i to country ;. In this case, the (i, /) link is established, while the link in the
opposite direction is created only in the case of evidence of a seizure case from country j to country i (or if
the two countries share a land border).

Technically, Yen’s original algorithm is implemented on networks where link weights represent distances
and the algorithm thus looks for the shortest paths in the network. Hence, the value of network weights /7,
has been inverted for the implementation of this algorithm. In the context of network science and graph
theory, the commonly used term ‘distance’ does not necessarily refer to physical characteristics of a network.
Rather, it refers to the more general pairwise relation between two objects. In this study, the intensity of such
relation is estimated using data on cigarette consumption, seizures, and geographical distance between
countries.

°Djjkstra’s algorithm identifies the shortest path to a destination through an iterative process that explores
the candidate neighboring node set and stores the distance information on explored paths (Dijkstra 1959).



Meneghini et al. Applied Network Science (2020) 5:21 Page 16 of 27

paths have a very low estimated likelihood to be used; actually, for some origin-
destination combinations Yen’s algorithm retrieves less than 100 paths.

To avoid retrieving paths that are very unlikely to be used in comparison to the most
plausible one, we decide to discard all paths that are x = 10 times less likely compared
to the best one. We ran some sensitivity tests to check for the impact of changing x on
results. We selected different values of x (x =5, 15, 20) and implemented the following
steps of the methodology. Since the remaining part of the methodology involves the re-
distribution of consumption volumes over the paths in proportion to their likelihood of
being used, the choice of x does not have a substantial impact on the final results, espe-
cially for higher values of x. This is because infrequent paths would be assigned to very
low consumption volumes in any case. In particular, the distribution of trafficked vol-
umes changes by 12.65% for x =5, and by 0.08% for both x = 15 and x = 20. The choice
of x =10 has the purpose of avoiding an excessive distortion of the outcome of the al-
gorithm while at the same time allowing very implausible paths to be dropped. Capping
the number of possible paths on the basis of their relative “cost” for traffickers finds
strong theoretical and empirical support in the criminological literature. In particular,
the rational theory of crime (Cornish and Clarke 1987) and its implications on orga-
nized (e.g., Reuter 1983) and transnational crimes (e.g., Guerette and Bowers 2009) sug-
gest that cigarette traffickers are likely to move along the paths maximizing their
profits while minimizing their costs. Accordingly, empirical studies dealing with other
transnational traffics also highlight a high concentration of illicit goods flowing along
few transnational paths (e.g., Boivin 2014; Chandra and Joba 2015; Berlusconi et al.
2017; Savona and Mancuso 2017; Aziani et al. 2019a).

We then incorporate information on geographical distance to identify paths that con-
verge on the actual final destination d where illicit cigarettes are smoked. Hence, we
run Yen’s algorithm on networks that have the same structure as the ‘origin-specific’
likelihood networks incorporating seizure and consumption data, but where link weights
represent the geographical distance between countries. More specifically, each link

weight l;}ld is built as follows:
1°;4 = dist; + distjq (6)

where dist; indicates the distance between the two countries connected by that link,
and dist;; is the distance between the inflowing country j and the final destination of
the cigarettes d. This last variable is introduced with the aim of guiding the algorithm
in choosing paths that bring cigarettes closer to their final destination. In this respect,
the inclusion of geographical variables makes it possible also to add a destination-
specific dimension to the procedure. Geographical variables could not have been added
to the previous step of the methodology (the determination of weights in ‘origin-spe-
cific’ likelihood networks) since the impact of distance in predicting cigarette trafficking
flows cannot be estimated through the use of seizure data. Media are more likely to re-
port news on large seizures, which usually characterize transnational shipments coming
from distant locations. Hence, the role of geographical distance in predicting the vol-
ume of ‘known-origin’ seized cigarettes would likely be biased.

More in general, other works focusing on transnational illicit traffics highlight the im-
perfect nature of data on illicit flows, which cause a necessary trade-off between the
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use of incomplete but accurate anecdotal data and making reasonable assumptions that
make it possible to overcome the incompleteness of flow data (e.g., Paoli et al. 2009;
Chandra and Joba 2015 with respect to illicit drugs). The use of geographical informa-
tion is based on the assumption that, according to the illegal enterprise theory, illicit
trafficking shares some basic principles of geographical convenience with licit trans-
ports (Reuter 1983). Scholars, focusing on drug trafficking, indicate that the possibility
to bribe custom officers, the presence of ethnic and kinship ties in foreign countries,
and the attitude of law enforcement agencies impact on the configuration of trans-
national trafficking routes (Akyeampong 2005; Desroches 2007; Decker and Townsend-
Chapman 2008; Paoli and Reuter 2008). However, other factors being equal, traffickers
will choose to follow the fastest route to go from country i to j, in consideration also of
the fact that shortest routes tend to be less risky due to the lower number of border
crossings and consequently of custom controls as theoretically and empirically argued
in previous studies (Reuter 2014; Berlusconi et al. 2017; Aziani et al. 2019a).

Yen’s algorithm is run in the likelihood networks of geographical distance following
the same procedure employed for the networks incorporating seizure and consumption
data (i.e., searching for the 100 most likely paths and then discarding all paths that are
10 times less likely than the best one). Then, the two outcomes are merged by sum-
ming up the weights referring to the same link. In this way, we are able to correct Yen’s
algorithm outcome by an element of geographical convenience, and discard or decrease
the relevance of paths that are too unlikely in terms of geographical distance.'' This
step of the methodology thus provides a list of plausible paths used to ship illicit ciga-
rettes of a given origin to each country where they are consumed, along with a value
for each path representing the likelihood that cigarettes of that given origin-destination
combination flow through it. We choose to apply the geographical correction by sum-
ming the likelihood values arising from geographical distance networks with those de-
rived from the ‘origin-specific’ likelihood networks as the resulting relevance of the
identified paths is well corroborated by similar results emerging from qualitative studies
(e.g., Chionis and Chalkia 2016; Johnston et al. 2016; CSD 2018). Nonetheless, as we
will argue in the Discussion and conclusions section, future works should focus on de-
veloping more rigorous data-driven approaches to incorporate geographic information
in the estimation of link-specific likelihoods.

Reconstructing the aggregate trafficking network

To reconstruct the entire trafficking network, we redistribute the volume of illicit ciga-
rettes originating in o and consumed in d among all the plausible paths identified in
the previous step. Volumes are redistributed proportionally to the estimated likelihood

" As an example, let us consider the trafficking paths used to ship illicit cigarettes originating in Greece and
consumed in Germany in 2017. When Yen'’s algorithm is run on the ‘origin-specific’ trafficking networks for
2017, the identified likelihood that cigarettes will flow along the path “Greece (GRC) — Turkey

(TUR) — Germany (DEU)” is higher than the likelihood that cigarettes will follow the path “Greece

(GRC) — Italy (ITA) — Germany (DEU)”. This is because seizure and consumption data indicate that the
connections “GRC — TUR” and “TUR — DEU” are jointly more likely to be used to ship Greek cigarettes
compared to the combination of the connections “GRC — ITA” and “ITA — DEU”. However, from a
geographic point of view, it is more convenient to use the “Greece (GRC) — Italy (ITA) — Germany (DEU)
path. Indeed, the likelihood that cigarettes will follow this path in the geographical networks is more than
twice the likelihood that cigarettes will follow the “Greece (GRC) — Turkey (TUR) — Germany (DEU)”
path.

»
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of each path. Then, each path is broken down into all its (i, ) steps, and trafficked vol-
umes are summed up for each (i, /) link to obtain the final weights of ‘origin-specific’
trafficking networks. In particular, the same (i,j) connection might be used in different
paths departing from the same origin country o. All the estimated volumes flowing
through each link of this path are added up to derive wy, i.e. the weight of link (i, ) in
the trafficking network of illicit cigarettes originating in o.

Finally, the matrix describing the entire cigarette trafficking network is computed by
merging all the ‘origin-specific’ trafficking networks. Technically, this merger is achieved
by summing all the volumes of cigarettes of different origins flowing through each (i, j)
link:

(@] o
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DM e v
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where O is the total number of origin countries in the network as identified in the

Empty Pack Surveys—i.e., 128 countries.

Results

The aggregate network representing the trafficking of illicit cigarettes consumed in 57
countries located in Europe, the Middle East, Central Asia, and North Africa involves
158 countries that are connected through almost 900 different links (see Table 4, Fig. 6,
and Fig. 7 depicting the 2017 network).

The results highlight the global and complex nature of cigarette trafficking. The
cigarette trafficking network has a far-reaching structure: some of the illicit cigarettes
consumed in the 57 markets of interest originate in geographically very distant coun-
tries in East Asia or South America. In many cases, the results show that the preferred
routes are not the shortest ones in terms of geographical distance, and illicit cigarettes
cross different borders or travel long distances by sea before reaching their final con-
sumption country, even though less intricate routes are available in principle. This find-
ing is in line with those of previous studies that highlight the distinctive modi operandi
characterizing cigarette trafficking. Differently from other illicit products, cigarettes are
per se a legal product, and the diversion to the illegal market can take place at different
phases in the supply chain. For example, some cigarettes might be legally produced and
exported, and then they might be illegally imported in another country where proper
taxes are not paid, or they may end up in a free-trade zone where they are falsely la-
beled as a different type of good and smuggled to the destination country. Traffickers
exploit these grey areas of the legal market to ship their loads, so that cigarettes “dis-
appear” while being transferred to their final destination and authorities lose track of
them (von Lampe 2011; Reuter and Majmundar 2015).

Another result highlighting the complexity of this illicit network is that trafficking re-
lationships between pairs of countries often consist of cross-border illicit flows moving
in both directions. This is in contrast with findings from studies focusing on the traf-
ficking of other types of illicit goods, as for example drug trafficking or human traffick-
ing flows, where there is a clearer distinction between source and destination countries
and thus the presence of mostly unidirectional flows (Boivin 2014; Campana 2018).
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Table 4 Network statistics, 2008-2017
Network measure 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017
Number of involved nodes 155 152 157 158 157 156 157 158 157 157

Edge count 859 854 874 886 891 884 881 892 889 868

In-degree centralization 0026 0017 0019 0016 0014 0033 0017 0023 0023 0018
Out-degree centralization 0018 0014 0010 0010 0008 0021 0010 0018 0017 0017
Weighted density 0.001 0001 0001 0001 0001 0002 0001 0002 0002 0001
Network assortativity 0033 0081 018 0216 0175 0115 0057 0101 0103 0.107

This result well explains why a methodology assuming a unidirectional flow between
each pair of countries could not have been employed to map the cigarette trafficking
network. The existence of bi-directional links is likely to be due to the intersection of
geographically complex routes that often involve the shipment of different types of
illicit cigarettes (counterfeits, illicit whites and contraband of genuine cigarettes with
different origins). Indeed, countries involved in cigarette trafficking may be origin coun-
tries for a specific type of illicit cigarettes (e.g., contraband cigarettes) and destination
countries for another type of illicit products (e.g., illicit whites originating in a neigh-
boring country).

Even though the results highlight the presence of many cross-border illicit flows be-
tween the countries involved, the weighted density value of this network is fairly low,
probably due to the high variability in the volumes of trafficked cigarettes."> However,
network statistics must be interpreted taking into consideration that although the net-
work includes 158 different countries, the analysis focuses on cigarettes destined for 57
of these countries (see the Supplementary material for the full list of included
countries).

The temporal evolution of the statistics describing the network structure highlights a
certain degree of stability in the overall structure of the network over time. In particu-
lar, the number of nodes and edges that constitute the network remains relatively con-
stant over time. Moreover, while from a visual inspection some of the network
measures in Table 4 appear to experience some temporary variations, most of these
changes are in fact not statistically significant. This is the case, for example, of the
(non-significant) increase in the network weighted density from 2012 to 2013, together
with the increase in the two measures of network centralization (in-degree
centralization and out-degree centralization).> Visual inspection of Table 4 also sug-
gests that the network assortativity (the extent to which nodes of similar degree are in-
terconnected) follows an increasing trend until 2011, when it starts decreasing. This
means that in the central years of the observation period countries appear to be in-
volved in denser cigarette trafficking relationships, with countries of similar degree be-
ing clustered together. The increasing trend in network assortativity is correlated with

>The weighted density is computed as the ratio of the sum of the link values versus the maximum possible
total sum for the network, this latter term being defined as the number of possible links times the largest link
value (Altman et al. 2018).

3The statistical comparison of network measures for two different years is based on a t-statistic computed
through bootstrapping techniques (see Altman et al. 2018, p. 1434). By relying on the bootstrapping tech-
nique, a small percentage of nodes and their attached links are removed from the network, the measure of
interest is computed, and then a t-statistic and related standard errors are calculated. We performed 500 iter-
ations of this perturbation method.
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Fig. 6 Aggregate cigarette trafficking network, 2017. Note: arrows representing the direction of flows are
not depicted to improve visualization. Link width is linearly proportional to the estimated trafficking volume

the increasing trend in the edge count, even though this last measure experiences
smaller relative changes. A close inspection of results shows that newly added edges
tend to connect to more peripheral regions of the network. Hence, the increase in net-
work assortativity may be driven by the increased clustering of newly added nodes with
low degree with already existing nodes of similar degree.

Despite the extensive structure of the trafficking network, illicit cigarettes do not
move randomly across countries, and major flows tend to align along identifiable routes
as postulated by opportunity theory (Felson and Clarke 1998). Results highlight the
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Fig. 7 Aggregate cigarette trafficking network (focus on Europe and neighboring countries), 2017. Note:
arrows representing the direction of flows are not depicted to improve visualization. Link width is linearly
proportional to the estimated trafficking volume
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predominant role in the network of countries located in Central and Eastern Europe,
and the relevance of the North-Eastern Route (Aziani et al. 2019b) within the network,
which ships illicit cigarettes originating in Eastern European countries into the
European Union (see Fig. 8). The most substantial flows are related to routes bringing
illicit cigarettes from origin countries to Germany, which is one of the main destination
markets.

While the overall network structure remains fairly stable over time, as highlighted by
the network statistics in Table 4 and discussed in the previous paragraphs (e.g., in terms
of the number of existing edges), the spatial distribution of cross-border illicit cigarette
flows (the edges’ weights) experiences important changes. For instance, results highlight
the emerging importance of Belarus as country of origin of illicit cigarettes. Conversely,
the role of Ukraine as origin and transit country for illicit cigarettes attenuated in the
period 2008—2017. The results also provide evidence of the presence of geographic dis-
placement in how illicit cigarettes reach their destination markets. For example, the de-
crease in the volume of illicit cigarettes trafficked through some specific links along the
routes with Germany as final destination (e.g., the “Czech Republic (CZE) — Germany
(DEU)” connection) is compensated by the gain in importance of connections (e.g., the
“Poland (POL) — Germany (DEU)” one) along alternative paths targeting the same final
market. A close examination of the extent and of the drivers of these displacement mech-
anisms would make it possible to design policies that are able to effectively counter this
crime instead of simply relocating trafficking routes geographically.

The reconstruction of the flows enables identification of the role that different coun-
tries play in the trafficking network (i.e., origin, transit or destination). Emerging results
suggest that most countries have a multifaceted role, being for instance transit coun-
tries for illicit cigarettes of a given origin and destination markets for illicit cigarettes of
another origin. As an example, considering countries that are relevant destination

2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 )
PoL~Deu 281 086 19 160 243 134 122
CZE = DEU 5.72 2825} 4.23 3.60 2.96 255! 1.77 1.66 1.71
UKR = POL- 4.10 6.68 5.00 152 1.06 0.63 0.65 0.72 0.75 0.54
BLR = POL- 0.36 053 1.00 1.64 151 1.69 158 111 0.85
CZE = SVK- 0.26 0.67 0.10 0.60 1.7/} 2.58 255 0.08 BR7) 3.47
DZA = TUN- 1.77 1.39 2.59 1.58 1.99 1.28 1.31 1.08 0.75 0.45
LBY = TUN- 1.39 1.81 0.77 1.67 2.19 2.06 1.92 1.24 0.64 0.18
UKR = DEU- 2.76 1.21 0.89 0.70 1.24 1.16 1.49 0.74 1.81 152
ESP = FRA- 3.99 0.56 1.34 0.98 1.17 1.02 a1l 0.98 1.31 1.02
© BLR = SVK- 0.31 0.32 0.73 0.98 213 1.67 1.90 1.39 1.42 1.60
; DZA = FRA- 0.46 0.90 0.45 0.81 117/ 1.16 1.20 3.78 1.26 0.94
uE_ ITA = DEU- 1.60 2.17 0.85 0.43 0.49 0.36 0.91 0.81 1.19 1.38
ITA = EGY - 0.89 1.22 1.75 1.34 1.60 0.70 0.52 0.69 0.53 0.48
AUT = DEU- 0.39 125 0.15 0.81 1.27 133 1.10 0.18 1.40 1.52
BLR = RUS- 0.14 0.27 0.62 0.69 1.09 1.40 1.72 1.17 1.29 0.98
DZA = MAR- 0.46 1.29 0.46 0.61 0.78 0.88 0.73 1.82 0.89 0.56
DZA = MRT- 0.19 0.62 0.32 0.65 0.53 1.29 133 0.44 1.97 1.06
SVK = HUN- 0.38 0.44 0.23 0.20 0.34 1.17 1.42 0.23 1.82 1.56
IRQ = SAU- 0.45 0.50 0.41 0.43 0.64 0.41 1.22 0.80 0.75 1.58
GIB = ESP- 0.00 0.00 0.00 0.00 0.02 0.52 1.68 11©) 1.05 L7738
ISR = JOR- 0.36 0.29 0.63 0.99 2.63 0.36 0.14 0.10 0.08 0.11
Fig. 8 Main estimated cross-border illicit cigarette flows (billion sticks), 2008-2017. Notes: the figure reports
the alpha3 ISO code identifying all links that ranked among the top 5 cross-border illicit flows in any year
included in the analysis. The links are in a decreasing order, the first one being the link with the highest
average illicit flows over the period 2008-2017
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markets of illicit cigarettes, we note that some of them record high values of between-
ness centrality (e.g., Germany, France, and Italy), suggesting they are also important
transit hubs, while others report very low values (see Fig. 9). Remarkably, while Ger-
many’s in-degree centrality is around the value of 0.025 both in 2008 and 2017 (despite
experiencing some variations in between) (see Fig. 10), the betweenness centrality of
Germany plummets from 2008 to 2017. This indicates that Germany lost over time its
role as transit country and retained only a major importance as final destination mar-
ket. The drop in the betweenness centrality value of Italy is also noticeable, and is in
line with the findings of studies suggesting that the route bringing cigarettes from
Southern to Western Europe across the Adriatic Sea is now much less exploited com-
pared to few years ago (e.g., CSD 2018).

Discussion and conclusions

Scholars, policy makers, and law enforcement agencies interested in the empirical study
and in combatting crime have constantly to face the severe lack of information charac-
terizing criminal activities. This is especially the case of transnational crimes operated
by criminal groups. The lack of key information on these crimes entails critically nega-
tive consequences for the possibility to design effective countering policies. This paper
has made a first attempt to reconstruct, map and analyze a full transnational illicit
cigarette trafficking network in a longitudinal perspective and using a cross-regional ap-
proach. Moving from previous studies focusing on the estimate of illicit cigarette con-
sumption at the country level, it has presented an innovative methodology to map each
step of the path followed by illicit cigarettes from the origin to the destination country
and to measure the cross-border illicit cigarette flows between any pair of countries. By
incorporating the volumes trafficked between each origin-destination country pair, we
have been able to reconstruct the trafficking network of illicit cigarettes bound for con-
sumption in 57 countries located in Europe, the Middle East, Central Asia, and North
Africa. The results have highlighted the complexity of transnational cigarette trafficking

60
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2008 2009 2010 2011 2012 2013 2014 2015 2016 2017

Fig. 9 Betweenness centrality values (main nodes), 2008-2017. Note: the graph reports nodes that ranked
among the top 10 in the average betweenness centrality over the period 2008-2017. To account for the
different size of the networks over time, the measure is normalized by dividing the unscaled betweenness
centrality of every node by a scaling factor, which is the maximum possible value of the measure in

every year




Meneghini et al. Applied Network Science (2020) 5:21 Page 23 of 27

e~ DEU
.035 1 .
0.03 == UKR

—— POL
—— ESP
—— FRA

0.030 -

0.025 4

0.020 4

0.015 4

0.010 4

0.005 1

0.000

2008 2009 2010 2011 2012 2013 2014 2015 2016 2017

Fig. 10 In-degree centrality values (main nodes), 2008-2017. Note: the graph reports nodes that ranked
among the top 10 in the average in-degree centrality over the period 2008-2017. To account for the
different size of the networks over time, the measure is normalized by dividing the unscaled in-degree
centrality of every node by a scaling factor, which is the maximum possible value of the measure in
every year

and its global dimension: almost 900 connections link the 158 countries involved in the
trafficking of cigarettes targeting Europe, North Asia, the Middle East and Central Asia.
However, not all trafficking connections are equally important, and while the illicit
cigarette flows between two specific countries may be large (due to the fact that one or
both countries have a key role as the origin, transit, or destination of illicit cigarettes),
illicit cigarette flows between other neighboring countries may be negligible. The inter-
section of geographically complex routes, coupled with the different types of products
being trafficked (e.g., counterfeits, illicit whites and contraband cigarettes with different
origins), results in the bi-directionality of links in the network in the great majority of
cases. The reconstruction of the flows also makes it possible to identify the roles that
different countries play in the trafficking network, which in many cases appear to de-
pend on the origin of illicit cigarettes flowing through the country.

The methodology presented does not come without limitations. Even though an ex-
tensive data collection on seizure cases has been implemented in order to obtain a rep-
resentative sample of all seizures of illicit cigarette shipments, there are three main
possible biases inherent to this data. First, due to language barriers, our data collection
may not have resulted in a fully representative sample of all seizure cases reported by
the news. Second, the media coverage of news on seizure cases is not uniform, because
it depends on the country’s sensitivity to the cigarette trafficking issue and on the type
of seizure (media are more likely to report larger seizure cases). Third and perhaps
most importantly, seizure cases are not an accurate reflection of the true routes used to
traffic cigarettes, since the probability of law enforcement agencies detecting a ship-
ment is not random and is correlated with the location and characteristics of the ship-
ment itself.
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To partially reduce the impact of the first of these biases, we searched for news items
in multiple languages and from different news repositories. We attempted to control
for the second bias by complementing seizure data retrieved from the news with infor-
mation reported in press releases of custom authorities and official reports of different
law enforcement and custom agencies. Finally, the third issue is inherent to many types
of data on illicit activities. We partially mitigated this bias by inserting country-level
fixed effects in the model estimating the weights of ‘origin specific’ likelihood networks.
More importantly, differently from previous attempts to map transnational illicit traffics
(e.g., Boivin 2011, 2014; Berlusconi et al. 2017; Giommoni et al. 2017), the current
study does not bind the identification of trafficking paths to the occurrence—and the
size—of seizure cases. On the contrary, it exploits this important source of information
together with detailed evidences of consumption of illicit cigarettes in the countries
under analysis.

In addition to the possible biases related to seizure data, another limitation concerns
the incorporation of geographical information to give better guidance to the algorithm
determining the most plausible trafficking paths. Including a geographical element is
essential in order to add a destination-specific variable to the procedure and incorpor-
ate a dimension of geographical convenience. These two elements are not embodied in
consumption and seizure data exploited in step 1 “Building the weights of ‘origin-spe-
cific’ likelihood networks”. However, geographical variables may not have been included
in the determination of weights in the ‘origin-specific’ likelihood networks since the im-
pact of distance in predicting cigarette trafficking flows cannot be reliably estimated by
relying on seizure data. In fact, the media disproportionally focus on news concerning
large shipments that travel long distances by sea or air. While news reported by the
media may be affected by different types of distortions when compared to the true pic-
ture of seizure cases, this bias may emerge as especially relevant during the data collec-
tion phase on seizure cases. Large shipments are more sensational and thus more
appealing for the public; conversely, the general knowledge on cigarette trafficking is
still too limited for the public to discriminate between different cigarette origins, which
alleviates potential biases towards reporting news related to specific origin countries.
To overcome this issue, we incorporated information on geographical convenience in a
subsequent step by running Yen’s algorithm in the likelihood networks of geographical
distance and summing the likelihoods obtained with those derived from the ‘origin-spe-
cific’ likelihood networks. The resulting estimates found support in qualitative evidence
on trafficking routes emerging from the literature. Nonetheless, future studies should
focus on integrating the current methodology with additional data or adjustments that
allow the incorporation of geographic information through a more rigorous data-driven
approach.

This study contributes to current knowledge in three main ways. First, the structure
of the methodology presented could be further exploited to quantify and map other
types of illicit flows, since it does not rely on any specific assumption concerning the
illicit market on which we have focused. The core of the methodology consists of data
on seizure cases and consumption of illicit goods which are already available for other
types of illicit markets (e.g., drug trafficking, firearms trafficking). Conditional on data
availability, the methodology could also be applied to estimate the cigarette trafficking
network (or other trafficking networks) in a different area or at a different geographical
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level (e.g., regional). Second, estimating and mapping illicit cigarette flows is the neces-
sary first step to develop an inferential analysis for the identification of the risk factors
of cigarette trafficking. The proposed methodology maps cross-border illicit cigarette
flows by relying only on data that provide evidence of the existence of cigarette traffick-
ing between two considered countries, thus making it possible to test for the effect of
any determining factors on the size of these flows (e.g., economic incentives, govern-
ment interventions). Finally, from a policy-making perspective, the analysis of the trans-
national cigarette trafficking network makes it possible to identify the borders with the
highest risk and the different roles that countries play in this illicit market. Such ana-

lysis is crucial in order to plan effective policies to counter this crime.
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